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OnpenesieHus

B HacrosimieM JOKYMEHTE HCIHONB3YIOTCA CIEIYIOUME TEPMUHBI U UX
onpeeIeHus.

ABTOMATH3MPOBAaHHAsI CHCTEMa — CHUCTEMAa, COCTOAIIAS W3 TEpPCOHala |
KOMIUJIEKCA  CPEICTB  aBTOMATH3AllMM  €ro  JIESITENbHOCTH,  pealu3yromias
MH(OPMAIIMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBJICHHBIX (PYHKIIUH.

AyTeHTI/I(l)l/IKaIIl/Iﬂ OTIIPABUTEAA [JAHHBIX — IIOATBCPXKACHUC TOI0, 4YTO
OTIIPABUTCIIb TOJIYYCHHBIX JaHHBIX COOTBCTCTBYCT 3as1BJICHHOMY.
be3onacHocTh NEPCOHAJBHBIX MdAHHBIX — COCTOAHHUE 3allUMIICHHOCTH

NEPCOHABHBIX  JIaHHBIX,  XapaKTepU3yeMOe  CIIOCOOHOCThIO  IOJIb30BaTElNEH,
TEXHUYECKHX  CPEACTB W WH(MOPMAIMOHHBIX  TEXHOJOTMH  OOECIeyuTh
KOH(HUACHINATBHOCTbD, 1IEIOCTHOCTh U JAOCTYIMHOCTh MEPCOHATBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TaHHBIX.

buoMerpuyeckue mnepcoHAJbHbIE [JaHHbIE — CBEACHUSA, KOTOpbIC
XapaKTepU3ylT (PU3NOTOrHYecKue OCOOEHHOCTH YEJNIOBEKa M HAa OCHOBE KOTOPBIX
MO>KHO YCTaHOBHUTH €T0 JINYHOCTb, BKJIt0Uas oTorpaduu, oTreyaTky najibles, oopas
CETYaTKH TJia3a, 0COOCHHOCTU CTPOEHHUS Teja U IPYTyIo M0A00HYI0 HH(MOPMAIIHIO.

biokupoBaHue MepPCcOHANBbHBIX JAHHBIX — BpEMEHHOE IMpeKpanieHue coopa,
CHUCTEMAaTH3allui, HAKOIUIEHUS, WCIOJIb30BaHUs, PAaCIPOCTPAHEHHUS, MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEepelavyn.

Bupyc (KOMIbIOTEpPHBIA, NPOrPAMMHBIN) — HCHOJIHAEMBIA TPOrPAMMHBINA
KOJ WM WHTEPIPETUPYEMBbI HA00p WHCTPYKIMHA, OOJadaronvii CBOWCTBAMH
HECAaHKLIMOHUPOBAHHOIO PACIPOCTPAHEHUsI M caMoBocnpousBeneHus. (Co3laHHbIE
nyOnMMKaThl KOMITBIOTEPHOTO BHpPYCa HE BCErja COBMANalOT C OPUTHMHAIOM, HO

COXPaHSIOT CHOCOOHOCTD K JanbHEUIIEMY pacnpoCTpaHEHUIO 17}
CaMOBOCIIPOM3BEICHUIO.
Bpenonocnass mnporpamMmma —  @porpamma, —[peJHa3Hauy€HHas  JUIs

OCYIICCTBJICHUA HCCAHKIHMOHHUPOBAHHOI'O JOCTyIla U (I/IJ'II/I) BOSﬂCﬁCTBHH Ha
NEPCOHATIBHLIC OAHHBIC WJIN PECYPCHI HH(bOpM&IIHOHHOfI CUCTCMbI IEPCOHATBHBIX
JaHHBIX.

BcnomorareibHbIe TeXHHYECKHE cpeacrBa M CHCTEMbI — TCXHHYCCKHUC
CpeactBa U CUCTCMbI, HC IMNPCAHASHAYCHHBLIC IJIA IIEpCaadu, O6pa6OTKI/I U XpaHCHHA
NEPCOHATBHBIX JAHHBIX, YCTAHABJIMBACMbBIC COBMCCTHO C TCXHHYCCKMMU CPCACTBAMU
N CUCTEMaMH, NPCAHA3ZHAYCHHBIMHA JJIs O6pa6OTKI/I INEPCOHATIBHBIX AJaHHBIX WA B
MOMEIIEHUSX, B KOTOPBIX YCTAaHOBJIEHBI MH()OPMAIIMOHHBIE CUCTEMBI IIEPCOHATBHBIX
JTAHHBIX.

Joctym B omepanmMoHHYI0 cpeay KoMmbloTepa (MHGOPMALMOHHOI
CHCTeMbI MEPCOHAJIbHBIX [AHHBIX) — MOJIYYEHHE BO3MOXKHOCTH 3allycKa Ha
BBINOJIHEHWE IITATHBIX KOMaH[, (YHKIUHM, TpOLEAyp OIEPAIOHHOM CHUCTEMbI
(YHUYTOXKEHHUS, KOMMPOBAHMS, MEpEMEIICHUs] U T.I.), HCHOJIHAEMBIX (DailioB
MPUKJIAAHBIX TPOrPAMM.

Joctyn Kk unHpopMauum — BO3MOXXHOCTh MONy4eHUsT MH(pOpMaIMu U ee
UCIIOJIb30BaHMS.
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3aki1a1049HOe YCTPOMCTBO — 3JIEMEHT CPEJICTBA CheMa MH(DOPMAITUH, CKPBITHO
BHEAPSIEMbIM  (3aKJIQJIbIBACMBIA WJIM BHOCHUMBIM) B MECTa BO3MOXHOIO ChEMa
uHbopMaIHu (B TOM YHCIIE B OTPaKICHUE, KOHCTPYKIIUIO, 000PY0BaHHUE, TPEIMETHI
UHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, 4 TAKXKE B TEXHUUECKUE CPEICTBA M CHCTEMBI
00paboTku UHMOPMALIHH).

3amumaemasi undgopMaumMsa — uHbOpMAaIYS, SBISIOMASICT MPEAMETOM
COOCTBEHHOCTH M MOJIJIEKAIast 3alIUTE B COOTBETCTBUU C TPEOOBAHUSIMU TPABOBBIX
JOKYMEHTOB WM Tp€OOBaHHUAMH, YCTaHABIMBAEMbIMUA COOCTBEHHUKOM MH()OPMALIUH.

NpenTudpukanusi — TPUCBOGHHE CyObeKTaM M OOBEKTaM JIOCTYIIa
uaeHTH(uKaTopa v (WIM) CpaBHEHUE MPEIBIBIIIEMOr0 HISHTH(PHUKATOpA C TIEPEUHEM
MIPUCBOCHHBIX UJICHTU(UKATOPOB.

NudopMaTUBHBIA CUTHAJ — DJJIEKTPUUECKUE CUTHAJIBI, aKyCTHUYECKHE,
AIIEKTPOMArHUTHBIE U APYTUe (PU3MUECKUE OIS, 110 TApaMeTpaM KOTOPBIX MOXKET ObITh
packpeiTa  KOHPUIEHIMaTbHAsT  WHPOpMausi  (MEpCOHATbHBIE  JITAHHBIC)
oOpabaTpiBaeMasi B THGOPMAITMOHHON CHCTEME TIEPCOHATIBHBIX JAHHBIX.

Nudopmanuonnasi cucremMa mnepcoHajdbHbIX AaHHbix (MCIIAn) -
uH(pOpMAIMOHHAs CHUCTEMa, MPEACTABIISIoNas Co00i COBOKYMHOCTh MEPCOHAIBHBIX
JaHHBIX, COAEPIKAIIUXCS B Oa3e MaHHBIX, a TAaKKe HWHPOPMAIIMOHHBIX TEXHOJOTHH U
TEXHHYECKMX  CPEACTB,  IO3BOJIIOIIMX  OCYIIECTBIATH  OOpabOTKY  TaKHX
MEPCOHANBHBIX JAHHBIX C KCIOJb30BAHUEM CPEICTB AaBTOMATH3AlMA WIH 0Oe3
UCIIOJIb30BAHUS TAKUX CPEJICTB.

NudopmanmoHHbIe TEXHOJIOTHMM — TIPOIIECCHl, METOJbI TOMCKa, cOopa,
XpaHeHusI, 00pabOTKH, MPEIOCTABICHHUS, PACIIPOCTpaHEHNsT MH(DOPMAIIIN 1 CTIOCOOBI
OCYILIECTBJICHUS TAKUX MPOIECCOB U METOJIOB.

Hcnoab3oBaHne MEePCOHAJBLHBIX JaHHBIX — JIeHCTBHs (Omepamuu) ¢
HIEPCOHAILHBIMY JIAHHBIMH, COBEPINAEMbIC OMEPATOPOM B IENIAX IPUHATHS PELICHU
WM COBEPIICHHS WHBIX JACHCTBHM, MOPOXKTAIONIMX FOPHINYECKUE IMOCICACTBUS B
OTHOIIEHUH CYOBEKTA MEPCOHATBHBIX JaHHBIX WM IPYTUX JIKIl JHOO HHBIM 00pa3oM
3aTparuBaroIIKX MpaBa ¥ CBOOOIbI CYObEKTa MEPCOHATBHBIX JAHHBIX WIIH APYTHX JIHII.

Hcrounnk yrpospl 0Oe3onmacHOCTH HHGpOpMANMU — CYOBEKT JIOCTYIIA,
MaTepuallbHBI OOBbEKT WIM (DU3NYECKOE SBJICHUE, SBJSIONIMECS MPUYUHOM
BO3HHMKHOBEHUS yIpoO3bl 0€301acCHOCTH UH(OPMAIIHH.

KonTposmpyemas 30Ha — IpOCTPAaHCTBO (TEPPUTOPHSL, 3TAHUE, YACTh 3AAHUS,
TIOMEIIIEHHUE), B KOTOPOM MCKITFOUEHO HEKOHTPOJIMPYEMOE MPEeOhIBAaHUE TTOCTOPOHHUX
JIWII, @ TAK)KE TPAHCTIOPTHBIX, TEXHUUECKUX W MHBIX MaTepUaIbHbBIX CPEJICTB.

KoHpuaeHIMAIbHOCTh TNEPCOHAJIBHBIX JAHHBIX — O00s3aTelIbHOE IS
COOJTIOICHHST OTIEPATOPOM MIJTH MHBIM TTOTYUHBIIIM JIOCTYTI K IIEPCOHATTLHBIM JAHHBIM
JMIIOM TpeOOBaHUE HE JIOMYCKaTh WX paclpocTpaHeHue Oe3 corjiacus CyObekTa
MEPCOHATLHBIX JAHHBIX WM HATMYHS MTHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kceTeBoM IKPaH — JIOKATHHOE (OJHOKOMIIOHEHTHOE) WITH (DYHKIIMOHATIBHO-
pacnpesielieHHOE TPOrpaMMHOE  (ITPOrpaMMHO-ANMapaTHOE) CPEACTBO (KOMILIEKC),
peanu3yrolee KOHTPOJIb 3a WH(OpPMAIMEH, MOCTyMmarone B HH(OOPMAIIMOHHYIO
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CHCTEMY TEPCOHATBHBIX JIAaHHBIX M (WIM) BBIXOASIIEH W3 HHPOPMAIMOHHON
CHUCTEMBI.

Hapymure/b 6€30MaCHOCTH NMEPCOHATIBHBIX JAHHBIX — (DU3UYECKOE JIHIIO,
CIly4ailHO WA TMPEIHAMEPEHHO COBEPILAIOIIEE JCHUCTBHS, CIEIACTBUEM KOTOPBIX
SIBJSIETCSl HApylIeHUWE OE€30MacHOCTH TEPCOHATBHBIX JIAHHBIX MPU UX 00paboTKe
TEXHUYECKUMHU CPEJICTBAMH B MH(GOPMAITMOHHBIX CUCTEMaX MEePCOHATLHBIX JIAHHBIX.

HeaBromMaTH3MpoBaHHAsi 00pPaGoOTKA MEPCOHAIBHBIX JaAHHBIX — 00pabOTKa
NIEPCOHAJIBHBIX IAHHBIX, COACPIKALIMXCS B MHPOPMALIMOHHOM CHCTEME MEPCOHATBLHBIX
JIAHHBIX JTUOO W3BJICUYCHHBIX U3 TAKOH CUCTEMbI, CUMUTACTCS OCYIIECTBICHHON 0O€3
UCITIOJIB30BaHUsI CPEJICTB aBTOMATH3allMK (HEABTOMATU3WPOBAHHOMW), €CJIM TaKHe
I[CI\/’ICTBI/IH C IEPCOHAJIbHBIMHA JaHHBIMU, KaK HCIIOJb30BAHUC, YTOYHCHHUC,
pacupoCTpaHCHUC, YHUUTOKCHUC IICPCOHAJIBHBIX JAHHBIX B OTHOIICHHWH KaKA0I'0O M3
Cy@B@KTOB NECPCOHAJIbHBIX HOAHHBIX, OCYIICCTBIIAKOTCA IIPpW HCIIOCPCACTBCHHOM
y4aCTHH YeJIOBEKa.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKITMOHAIBHBIE BO3MOYKHOCTH
CPE/ICTB BBIYHCIMTEIBHOM TEXHUKH, HE OINMCAaHHbIE WM HE COOTBETCTBYIOIIUE
OIMKMCAHHBIM B JIOKYMEHTALIMH, [IPY UCTHOJIH30BAHUH KOTOPHIX BO3MOKHO HapyIICHHUE
KOH(QUICHIMATBHOCTH, JOCTYIIHOCTM WM  LEJIOCTHOCTH  oOpalarbiBaeMoi
uHbOpMaIIUH.

HecaHKIMOHMPOBAHHBIN JOCTYNl (HECAHKIIMOHUPOBAHHbIE JelCTBUS) —
JOCTYN K WH(OpManuu Wik ACUCTBUS ¢ MHQPOPMAIMEN, HapylIaloliue MpaBuiia
pasrpaHuyeHUs IOCTyIa C UCHOJIB30BAHUEM IITATHBIX CPENICTB, MPEIOCTABISEMBIX
WH(POPMAITMOHHBIMUA CUCTEMaMH MEPCOHATBHBIX JIAHHBIX.

Hocurenns undgopmanum — Gpu3NIecKoe JIMI0 WIM MaTepUATLHBIA 0ObEKT, B
TOM 4HciIe (PU3NIECKOe T0Jie, B KOTOPOM MH(OPMAITUS HaXOAUT CBOE OTPAKEHHUE B
BUJIC CHMBOJIOB, OOpa30B, CHUIHAJIOB, TEXHUYECKHUX PEIICHUNH W TMPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEIIMYHH.

O0e3TuunBaHNe MEPCOHATBHBIX TaHHBIX — JICHCTBHS, B PE3yJIbTaTe KOTOPHIX
HEBO3MOXHO OTNPEACTUTh MPUHAIICIKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPETHOMY
CYOBEKTY NMEePCOHANBHBIX JTaHHBIX.

O0paboTka mNEepPCOHANBHBIX JAHHBIX — JICUCTBUS (omepanuud) C
MEPCOHAIBHBIMU ~ JAaHHBIMH, BKJIIOYas COOp, CHCTEMaTHU3alliio, HaKOIUICHHE,
XpaHeHue, yTOUHeHre (OOHOBIIEHHE, N3MEHEHHE), UCTIOJIb30BaHKE, PACIIPOCTPAHEHKE
(B TOM wuWcle TMepenady), OOC3MMYMBAHUE, OJIOKUPOBAHHUE, YHUUTOXCHHE
MIEPCOHATILHBIX JAHHBIX.

OO1e10CTyMHbIE MEPCOHAJIbHbIE IAaHHbIE — TIEPCOHATBHBIC TaHHBIC, TOCTYII
HEOIPAaHMYEHHOIO Kpyra JIMIl K KOTOPBIM IIPEJAOCTABIEH C COIIacusi CyOheKTa
MNEPCOHAJIbHBIX NAHHBIX WJIM Ha KOTOPLIC B COOTBETCTBHUU C CbeI[epaHBHbIMI/I 3aKOHaAMH
HE pacTIpoCTpaHseTcs TpeOoBaHUEe COOII0ICeHNS KOH(PUACHITNATBHOCTH.

Omneparop (mepcoHaJbLHBIX JAaHHBIX) — TOCYJApPCTBEHHBIM OpraH,
MYHHUIIMTIATBHBIN OpraH, IOpUINYECKOe WK (PU3UUECKOE JIMIIO0, OPraHU3yoIIee U
(umm)  ocymecTBILIONee  00paOOTKY  MEPCOHAIBHBIX  JIAaHHBIX, a  TaKXkKe
OTIPEIEIISAIOIINE 1IEIM U COo/IepKaHue 00pab0TKHM NEPCOHATBHBIX JIAHHBIX.
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Texnnueckue cpeacrsa HHGPOPMALMOHHON CHUCTEMbI NEPCOHAJIbHBIX
JAHHBIX — CPEJICTBA BHIYUCIIUTEIBHON TEXHUKU, THPOPMAIIMIOHHO-BBIYUCIUTEHHBIE
KOMIUIEKChl U CETH, CPEJICTBa U CUCTEMBbI Iepenauu, npuema u obpabotku [1/1n
(cpencTtBa M CUCTEMBI  3BYKO3AIIMCH, 3BYKOYCWJICHWS, 3BYKOBOCIPOM3BEICHUS,
IIEPETOBOPHBIE U TEJIEBU3MOHHBIE  YCTPOWCTBA, CPEICTBA  W3TOTOBJICHUS,
TUPOKUPOBAHUSI JJOKYMEHTOB U JIPYyTHe TEXHUYECKHUE CPEJICTBA 0OpaOOTKU PEUEBO,
rpadguyuecKkoi, Bujieo- U OyKBEHHO-ITU(PPOBOI HH(MOpMALIMK), TIPOrPAMMHBIE CPEJICTBA
(omepalMOHHBIE CUCTEMBI, CUCTEMbI yIpaBjieHUs] 0a3aMu TaHHBIX U T.II.), CPEICTBA
3l THI THPOPMAIUH, TPUMEHSIEMbIE B MTH(DOPMAITMOHHBIX CUCTEMAX.

IlepexBaT (MH(pOpManuHU) — HEMPaBOMEPHOE MOJyuyeHHUE HH(POPMALUU C
UCIOJIb30BaHUEM TEXHHUYECKOTO CPENICTBA, OCYIIECTBISIONIEIO OOHAPYKEHUE, TPUEM
U 00pab0TKy MH(OPMATHUBHBIX CUTHAJIOB.

IlepconanbHble fJaHHbIe — J100asgs  MHpOpMAlMsl, OTHOCAMIASCA K
ONpENEICHHOMY WJIHM OIpEeNseMOMY Ha OCHOBAaHMU Takod HH(OpManuu
¢uznueckoMy uny (CyOBEKTY NMEPCOHAIBHBIX JAHHBIX), B TOM YHUCIE €ro (haMuius,
UMsl, OTYECTBO, T'OJI, MECALL, 1aTa U MECTO POXKJIEHUS, aJpec, CEMENHHOE, COLUAIBHOE,
UMYILECTBEHHOE IOJIOKEHHE, oOpa3oBaHue, mpodeccus, AOXOAbl, Apyras
nHpopmarusi.

ITo004HBIE 3JIEKTPOMATHUTHBIE U3Ty4eHHUS U HABOJKHU — 3JIEKTPOMArHUTHBIE
U3TYYCHUs] TEXHUYECKHMX CpeACTB OOpadOTKH  3amuinaeMoirl  uHbopMaIm,
BO3HHUKAIOIIME KaK MOOOYHOE SIBICHHWE M BBI3BAHHBIE JECKTPUUECKUMH CUTHAJIAMHU,
NEUCTBYIOLIMMUA B HMX JJEKTPUYECKMX M MArHUTHBIX IENfAX, a TaKxKe
AIIEKTPOMArHUTHBIE HABOJKH 3THUX CUTHAJIOB HA TOKONPOBOJSILME JIMHUH,
KOHCTPYKLIMH U LEMU TUTaHUS.

IHonmuTHKA «4HUCTOr0 CTOJIA» — KOMIUIEKC OPTraHW3alMOHHBIX MEPONPHUATHH,
KOHTPOJIMPYIOIUX OTCYTCTBUE 3alUCHIBAHUS Ha OyMa)KHbIE HOCHUTENM KIOYEH U
aTpuOyTOB J0OCTYyIA (MapoJiei) U XpaHEeHUsl X BOJIU3U OOBEKTOB TOCTYIIA.

I[Hoab30oBaTeJb HHPOPMANMOHHON CHCTEMbI NEPCOHAJIBHBIX JAHHBIX —
JMLO, yyacTByroulee B  (YHKIMOHUPOBAHMM  HMH(POPMALMOHHONM  CHCTEMBI
NEPCOHAJIBHBIX TaHHBIX WJIN UCIOJIB3YIOLIEE PE3ybTaThl €€ (PYyHKIMOHUPOBAHUS.

IIpaBuna  pasrpaHuMyeHMst  JOCTyla —  COBOKYIHOCTb  IIPaBHII,
perJaMeHTHPYIOIIUX MpaBa JOCTyNa CyObEeKTOB AOCTYIa K 00bEKTaM JOCTYTA.

IIporpamMmmHas 3akJjajgKa — KOJ IPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBIN B
OporpamMMy C IIEJIbIO OCYIIECTBUTH YTE€UKY, U3MEHUTh, OJOKHUPOBATh, YHUUTOXKHTD
UHGOPMAIIMIO WM YHHUUYTOXUTh U MOAUGPUIMPOBATH MPOTpaMMHOE oOecredeHue
UHPOPMAIIMOHHONW CHUCTEMBbl MEPCOHANbHBIX JaHHBIX W (WiIKM) OJIOKUPOBATH
anmnapaTHble CPe/ICTBA.

IIporpammHoe (mporpaMMHoO-MaTeMaTH4YeCKOe) BO3/JCHCTBHE -
HECaHKIMOHMPOBAaHHOE  BO3JCICTBHME Ha  pecypcsl  aBTOMAaTU3UPOBAHHOU
UH(POPMALIMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAHUEM BPEJOHOCHBIX
Iporpamm.

PackpbiTHEe NEPCOHAJBHBIX JAAaHHBIX — YMBIIUIEHHOE WIN CilydailHoe
HapylleHne KOH(UIECHIIMATIBHOCTH IEPCOHAIbHBIX TAHHBIX.
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PacnpocTpaHeHHe MePCOHATBHBIX JTaHHBIX — JICHCTBUS, HAIPABICHHBIC HA
nepenavyy IEpPCOHAIBHBIX JIaHHBIX OIpPENEeNICHHOMY Kpyry Jui (mepenada
NepCOHANBHBIX JAHHBIX) WM Ha O3HAKOMIIGHHE C IE€PCOHAIBHBIMU JTaHHBIMU
HEOTPAaHWYEHHOTO KpyTa JIUII, B TOM YHCciie 0OHAPOIOBAHUE MTEPCOHANBHBIX TAHHBIX B
CpeACTBaX  MaccoBOM  WHQOpManuM, pa3MemeHne B  HWHPOPMAIUMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CETAX WM TPEIOCTaBICHHE TOCTyNa K NEePCOHAIBHBIM
JaHHBIM KaKUM-JTHOO0 HHBIM CIIOCOOOM.

Pecypc mH(pOpMallMOHHOI CHCTEMbl — UMEHOBAHHBIA 3JIEMEHT CUCTEMHOTIO,
IPUKIIATHOTO WK alllapaTHOTO o0ecriedeHus QyHKIMOHUPOBAaHUS MHPOPMAITHOHHON
CUCTEMBI.

CnenunajbHble KATeropud NEPCOHAIBHBIX [TAHHBIX — TIEPCOHAIBHBIC
JaHHBIC, KAcalOUIMECs PAcOBOW, HAIMOHAIBHOW MPUHAIJICKHOCTH, MOJUTHYECKHX
B3[JISI0B, PEIMTHMO3HBIX WM (UIOCOPCKUX YOEKICHHUM, COCTOSHHS 310pOBbI H
WHTUMHOM KU3HHU CY6’BCKT3 MCPCOHAJIbHBIX NAHHBIX.

CpencrBa BbBIYHCIMTEIBHOH TEXHHKH — COBOKYITHOCTh IMPOIPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CUCTEM 00pabOTKU JTAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATD
CaMOCTOSITEIIBHO WJIM B COCTaBE APYTUX CHCTEM.

Cy0obekT nocrynma (Cy0beKT) — JIMIO WIM TPOILECC, JECHCTBUS KOTOPOTO
PErTaMEHTUPYIOTCA MPaBUIAMU Pa3rpPaHUYCHUS JOCTYIIA.

TexHuyeckuii KaHaJa yreykd HMH(OpPMALMM — COBOKYITHOCTb HOCHTEIS
uHbopmaly  (cpeacTBa  00pabOTKH), (PU3MYECKON Cpelbl  pacipOCTpaHEHUS
UH(QOPMATUBHOTO CHUTHAJla U CPEJCTB, KOTOPHIMU JOOBIBAETCS 3alMIlacMast
uHbOpMaIusI.

Tpancrpannynasi mnepenaya TMepPCOHAJNBHBIX [aHHBIX — Iepejaya
IIEPCOHAIBHBIX JAaHHBIX Orepatopom uepes ['ocynapcTBennyro rpanuny Poccniickon
®enepan  OpraHy BJIacTH HMHOCTPAHHOTO TOCYAAapcTBa, (U3HUECKOMY WU
IOPUINIECKOMY JIUILY HHOCTPAHHOTO TOCY1apCTBA.

Yrpo3bl 0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHU U
(GaKkTopoB, CO3MAIOIIMX OIMACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHCIIE
CITy4YaiiHOT0, JOCTyIa K IEPCOHAIHBIM JAHHBIM, PE3YJIETATOM KOTOPOTO MOYKET CTaTh
YHAYTOXKEHUE, HW3MEHEHUE, OJIOKUPOBAHMUE, KOIMPOBAHUE, PACIPOCTPAHEHUE
TIEPCOHAJIBHBIX JIAHHBIX, a4 TAKXKE MHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUM MPU WX
00paboTKe B MHPOPMAITMOHHOM CUCTEME MEPCOHATBHBIX JaHHBIX.

YHuUYTOKEHHE MTEPCOHATIBHBIX JAHHBIX — JICWCTBHUSA, B PE3YJITATE KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTH COJIEPKAHUE MEPCOHANTBHBIX JAHHBIX B UH(POPMAITMOHHOM
CHCTEME IMEPCOHAIBHBIX JAaHHBIX WM B PE3YJIbTaTe KOTOPBIX YHUYTOXKAIOTCS
MaTepUAIbHbIE HOCUTEIN NIEPCOHATBHBIX JaHHBIX.

Yr1euka (3amumaemMoil) nHpopManMU MO0 TEXHHUYECKMM KaHAJIaM —
HEKOHTPOJIMPYEMOE paclpOCTpaHEHWE WH(POPMALIMU OT HOCHUTEIS 3allUIIAEMOMN
uHpopMalmu  yepe3  (UBMYECKYI0 Cpelay JI0 TEXHHYECKOrO  CpEeJICTBa,
OCYILIECTBIISIFONIETO MepeXBaT HHPOpMaIuu.

quemeﬂne — MYHHIOUIIAJIBHOC Ka3CHHOC YUYPCIKICHUC MYHUIHUITIAJIBHOI'O
obOpazoBanus CoBerckuii paitoH PecniyOnuku Kpbim «L{eHTp 0OCmyKuBaHUS».
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VYs3BuMocTb — CraboCcTh B CPEACTBAX 3aIUTHI, KOTOPYIO MOXHO
UCTIOJIL30BATh ISl HAPYILIEHUSI CUCTEMbI MJIH COZIep Kallieiics: B Heil MH(opMalvu.

LesoctHocTh uMHGOpManMM — CIIOCOOHOCTh CPEJCTBA BBIYUCIUTEILHON
TEXHUKH WJIM aBTOMATH3UPOBAHHOM CHCTEMBbl OO0ECHEeUMBATH HEU3MEHHOCTD
MHPOpPMALIMKM B YCIOBHUSX CIyYallHOIO W/WIM TPEIHAMEPEHHOIO HWCKAXKEHUS

(pazpyieHus).
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O0o3Ha4yeHNs U COKPaALLICHHUS

ABC — aHTUBHpYCHBIE CPEJICTBA

APM —aBTOMaTH3UpOBAaHHOE PabOUYEEe MECTO

BTCC — BcriomorarenbHbIe TEXHUYECKUE CPEACTBA U CUCTEMBI
NCTI/1x — nadopmalimoHHasl cuctemMa epCoOHaIbHBIX JaHHBIX
K3 — koHTpOonmpyemas 30Ha

JIBC — nokanbHasi BEIYUCIUTEIbHAS CETh

MD — MexceTeBOM 3KpaH

HCJI — HecaHKIMOHUPOBAHHBINA JOCTYTI

OC — onepanoHHas cUCTeMa

[1/IH — mepcoHanbHbBIC JaHHBIC

[IMB — nporpaMMHO-MaTeMaTH4eCKOe BO3JIENCTBUE

[1O — mporpamMmMHOe obecrieueHue

[IDMUH — noGouHbIe AJIEKTPOMArHUTHBIE U3TYUYEHHS M HABOIKU
CA3 — cucrema aHayM3a 3alUILEHHOCTH

C3U — cpencTBa 3ammThl HHPOPMAIIH

C3I1Jn — cuctema (mojcuctema) 3aiyThl IEPCOHATBHBIX TAHHBIX
CVYB/]I — cucrema ynpasiieHust 6a3aMu TaHHBIX

COB - cucrema oOHapy>KeHHUS BTOPIKESHUM

TKY U — TexHr4eckre KaHallbl yTeUKd HH(POpMaIH

VYBII/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX JJAHHBIX
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Beenenue

Hacrosiumii JOKyMeHT onpeensieT NOJMTUKY HH(POPMAIIMOHHON 6€30MaCHOCTH
(manee — IloauTHKa) MYHHIIMIIAIBHOIO Ka3€HHOTO YUYPEKICHUS MYHULUIIAIBHOIO
obpazoBanusi CoBerckuii paiion PecnyOomuku Kpbeim «lleHTp 006cmyxuBaHus»
(manee - YupexxJeHusi) B OTHOLIEHUU 00paOOTKU MEPCOHANBHBIX JAHHBIX U SIBIISETCA
opUIMATBHBIM IOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU C LIENSIMH, 3aJa4aMUd U MPUHIIUIIAMU
obecrieueHrss 0€30MMaCHOCTH TIEPCOHANBHBIX JTAaHHBIX H3JI0KEHHBIX B KoHuemumuu
uHpopmannonnoii 6esonacnocTu UCIL/ Yupexnenus.

[Tonmutuka paszpaboTaHa B COOTBETCTBHM C TpeOoBaHUsIMH DenepanbHOro
3akoHa oT 27 wmrona 2006 roma Ne 152-®3 «O nepcoHanbHBIX [JaHHBIX» H
noctadoBiieaust [IpaBurensctBa Poccuiickoit @enepanuu ot 11 HOs6ps 2007 roma
Ne 781 «O06 yrBepxkaenuu [lonoxkenus 06 obecrniedeHnn 6€30MacHOCTH MEPCOHATBHBIX
JAHHBIX MPU UX 00padOoTKe B MHPOPMAIMOHHBIX CUCTEMAaX MEPCOHATbHBIX JAHHBIX»,
Ha OCHOBAaHWM:

- «Pexomenaanuii no obecneyeHnto 0€30MacHOCTH NePCOHATBHBIX TAHHBIX
npu ux o00paboTke B HHQPOPMAIMOHHBIX CHUCTEMax NEPCOHAIBHBIX JaHHBIX»,
YTBEPKJICHHBIX 3aMecTuTesneM aupekropa denepanbHON Cayx Obl IO TEXHUYECKOMY
Y BKCTIEpTHOMY KOHTpOIIt0 Poccuiickoit @enepaiuu Poccun (nanee - @CTOK Poccun)
ot 15.02.2008 r.,

- «TunoBeix ~ TpeOOBaHMH MO  OpraHU3alUd U  O0OECIEeUEHUIO
(bYHKIIMOHUPOBAHHUS P POoBaTbHBIX (kpunrorpadpuIecKux) CPEICTB,
MpEeIHA3HAYCHHBIX IS 3alUThl  MHGOPMAIMKM, HE COAEpXKaleld CBEACHUH,
COCTABJISIFOIIMX TOCYJIAapCTBEHHYIO TailHy B CIIy4a€ U3 MCIOJb30BaHUS JUIS
oOecrieueHnss OE30MACHOCTH TMEPCOHANBHBIX JaHHBIX MpPH HUX 00paboTke B
WHOOPMAITMOHHBIX ~ CHUCTEMaxX  MEPCOHANBHBIX  JAHHBIX»,  YTBEPXKICHHBIX
pykoBojicTBoM 8 [lentpa denepanbHoii ciny)00i 6e3omacHocTu Poccun (nanee - ®Ch
Poccun) 21.02.2008 1. Ne 149/6/6-662.

B Tlonutuke omnpenenensl TpeboBanus k mnepconany WCIIIH, cTteneHb
OTBETCTBEHHOCTH TEPCOHAJA, CTPYKTYpa U HEOOXOJUMBIN YPOBEHb 3alllUILEHHOCTH,
CTaTyC U JIOJHKHOCTHBIE 00SI3aHHOCTH COTPYAHUKOB, OTBETCTBEHHBIX 32 00eCreyeHue
6e3omnacHocTH nepcoHanbHbIX JaHHbIX B UCTIIH Yupexaenus.
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1. O01mue mMoJI0KeHUA

[enbto Hactosimelt [lonutuku siBnsieTcsa odecrieuenre 0€30MacHOCTH 0ObEKTOB
3aIUThl YUYPEXKICHUS OT BCEX BUAOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIUICHHBIX
U HEeNpeJIHAMEPEeHHbIX, MHUHUMHU3aLMs yuiepOa OT BO3MOXKHOHM peanu3alu yrpos
oesomacuHoctu [11u (manee - YBII/H).

be3onacHOCTh NEPCOHANBHBIX JAHHBIX JOCTHIAETCS IYyTEM HCKIIOYEHUS
HECAHKLIMOHUPOBAHHOTO, B TOM YMCJE CIy4alHOTO, NOCTyNa K MEPCOHAIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOIO MOXKET CTaTh YHHUUYTOXXEHHE, W3MEHEHUE,
OJIOKUpOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHHUE MEPCOHATBHBIX ITAHHBIX, a TAKXKe
VMHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUM.

WNudopmanus 1 cBA3aHHBIE C HEHl pecypchl JOKHBI ObITh JOCTYMHBI IS
aBTOPHU30BAaHHBIX IMOJIb30BaTeNe. JIOJDKHO  OCYILECTBIATBCS  CBOEBPEMEHHOE
obHapyxenue u pearupoBanue Ha Y BI1JIH.

JIOJDKHO ~ OCYILECTBIATHCA ~ MPEOOTBpPALIEHHWE  MPEOHAMEPEHHBIX WM
CIIy4alHbIX, YaCTMYHBIX WJIM TOJHBIX HECAHKUIMOHUPOBAHHBIX MOJIU(DUKAIMNA WIH
YHUYTOKEHUS JAHHBIX.

CocTaB 00BbEKTOB 3alIUTHI NpejcTaBieH B [lepeyHe mepcoHAJIbHBIX JAHHBIX,
MOAJIe:KAIIMX 3a1IHTe.

Cocras UCII/IH noanexamux 3amure, mpeacTasiicH B OT4yere 0 pe3yJbTaTrax
NPOBe/IecHUs] BHYyTPEHHEH NPOBEPKH.

Ora Ilomutnka wuHGOpPMAaLMOHHONW 0€30MacHOCTH Obula  yTBEp)KIAEHA
aupekTopoM Yupexnaenus ['ymeniok H.B. u BBemeHa B [JelcTBHME IIPUKA30M
oT «11»_10 2019 roga Ne 79/01-03.

2. O0JacTh aeicTBUA

TpeboBanus HacTosime [loaUTHKN pacpoCTpaHsSIOTCA HA BCEX COTPYIHUKOB
VYupexnenus (IUTaTHBIX, BPEMEHHBIX, pa0OTAIOMIMX MO KOHTPAKTY U T.II.), a TaKXKe
BCEX NPOYMX JUL (MOAPSAYHUKH, AYJUTOPHI U T.I1.).

3. Cucrema 3allIMThI NEPCOHAIBHBIX TaHHBIX

Cucrema 3amuThl NepcoHaNbHBIX MaHHBIX (manee - C3II[IH), cTpouTcs Ha
OCHOBaHHHU:

- OTtyeTa 0 pe3ysbTaTax MPOBEJACHUS BHYTPEHHEHW MPOBEPKU;

- [lepeuns nepcoHaNbHBIX JaHHBIX, MOJICKAIIMX 3aAIUTE;

- Akta knaccuukanuy WHPOPMAIMOHHOM CHUCTEMBbl TMEPCOHAIBHBIX
JTAaHHBIX;

- Mopenu yrpo3 6€30macHOCTH MEPCOHATBHBIX JaHHBIX;

- [TonoxkeHuss O pasrpaHMYEHUN IMpaB JocTyna K oOpabaThiBaeMbIM
MEePCOHATIBHBIM JaHHBIM;

- PykoBogsumx nokymenToB @CTOK u ®Ch Poccun.

Ha ocHOBaHuMM 53THX JOKYMEHTOB OIpeAeiseTcs HEOOXOAUMBIN YPOBEHb
samuineHHoctd II/In xaxpoit UCII[n VYupexnaenus. Ha ocHoBaHMM aHanu3a
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aKTyanpHBIX yrpo3 Oe3zomacHoctu I1/[H ommcannoro B Monenu yrpo3 u Otuera o
pe3yJbTatax IMpPOBEICHHUS BHYTPEHHEHW NIPOBEpPKE, JENAeTCAd 3aKIOUYEHHE O
HEOOXOJMMOCTH HCIOJIb30BAHUS TEXHUYECKUX CPEICTB W OpPraHU3alMOHHBIX
MeponpusaTuii s obecniedenus OeszomacHoctu I1/lH. BwriOpanHble HeoOXOaUMBIE
MepornpusaTus otpaxarorcs B [linane meponpusiTuii mo odecnevyennto 3amurbi IT/H.

Hnsa xaxmoit WMCIIJIH nobkeH OBITh COCTABJICH CIHCOK HCIOJIB3YEMBIX
TEXHUYECKUX CPEJICTB 3aIlUTHI, a TAK K€ IPOrPaMMHOT0 00ECIIeUeHUsI y4aCTBYIOIIETO
B 00paboTke I1/1H, Ha Bcex anemenTax UCIIIH:

- APM nonb30Barenei;

- CepBepa NpUII0KEHHI;

- CYBUI;

- ['panuna JIBC;

- KanamoB mepemaum B ceTH OOIIEr0 TMONB30BaHUA U (WJIH)
MEXIYHapOJIHOr0 0OMeHa, eciiu o HUM nepenatorcs [1/1H.

B 3aBucumoctu oT ypoBHA 3ammiieHHocTH MCIIJIH u akTyaldbHBIX yIpo3,
C3II/IH MOKeT BKJIIOUYATh CJIECAYIOIINE TEXHUUYECKHUE CPECTBA:

- AHTUBUPYCHbIE CPEICTBAa i padO4MX CTAHIMU TMOJb30BaTeIel u
CEpBEPOB;

- CpPEACTBA MEXKCETEBOIO SKPAHUPOBAHNS;

- cpencTBa Kpuntorpaguyeckoil 3ammrtbl MHGOPMAIMM, MPU Iepenaye
3amuIaeMoi HHGOpMAaIHH 1O KaHaJlaM CBSI3U.

Tak ke B CHOHUCOK [IOJDKHBI OBITh BKIIOYEHBI (DYHKIIMM  3aIlWTHI,
obecrieunBaemMble IMTaTHBIMH cpeAcTBamMu 00pabotku [I/lH  omepanuoHHBIME
cucteMamu (nanee - OC), mpuUKIaIHBIM POTPaMMHBIM oOectieueHneM (naiee — [10)
U CHOEIUAIbHBIMUA KOMIUJIEKCAMHU, peaM3yIIIMMUA CcpeacTBa 3amuThl. Chnucok
(GYHKIHIA 32Tl MOKET BKJIFOYATh:

- yOpPaBJIEHUE U Pa3sTPaHUYCHUE JOCTYIIA MOJIb30BATENEH;

- pErucTpaIyo 1 yueT JedcTBul ¢ nHpopMalmei;

- o0ecreunBaTh 1EeTOCTHOCTD JAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUN BTOPIKEHUM.

Cnucok MCHONb3yEMBIX TEXHMYECKHMX CpPEACTB oOTpaxaerca B I[lnane
MEpONPUATUA MO OO0ECHEYEHHIO 3alUThl MEPCOHANBHBIX JaHHBIX. CHHUCOK
UCIIOJIb3YEMBIX CPEICTB JOJDKEH IMOJINEPKUBATHCS B aKTyaJbHOM COCTOSHHMM. [Ipm
M3MEHEHUHM COCTaBa TEXHHMYECKUX CpeAcTB 3amuThl wid 3nemeHToB WCIIH,
COOTBETCTBYIOIINE W3MEHEHUS! JNOJDKHBI ObITh BHECEHB B CHIHCOK U YTBEPKICHBI
pyKOBOIUTENIEM YUPEKACHHUS MW JIMIIOM, OTBETCTBEHHBIM 32 00CCTICUCHHE 3aIUThI
[T]1n.

4. TpeooBanus k noacucremam C3I1/In

C3I1n BxiIrOUaeT B ceOs CIAeyIOINE MOACUCTEMBI:
- yIpaBJICHUS TOCTYIIOM, PETUCTPALIUU U yUYeTa;
- o0ecrieyeHHst EIOCTHOCTH U IOCTYITHOCTH;

- AHTUBUPYCHOM 3aIIIUTHI;

- MEKCETEBOI0 AKPAHUPOBAHMUS;
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- aHaJIN3a 3allMILIEHHOCTH;

- 0OHApYKEHUS] BTOPIKEHU;

- KpUnTorpadguueckon 3amuThl.

[Toncucremsr C3IIJIH MMeErOT pa3auyHBIN (PYHKIIMOHAT B 3aBUCUMOCTU OT
kinacca MCII[H, ompeneneHHOro B AKTe KJaccH(purauuv UHPOPMAIMOHHOM
CHCTeMbl NMEPCOHAJBHBIX JaHHBIX. CIUCOK COOTBETCTBUS (YHKLIMHA MOJICHCTEM
C3IIIH kiaccy 3alMIIEHHOCTH TpeacTaBieH B [Ipunoxenun.

4.1. TloacucreMsl yrpaBiaeHUs: JOCTYIIOM, PETUCTPALIMH U YYETa

[ToncucreMa ynpapiieHus JOCTYIIOM, PETUCTPALIMK U y4eTa MPEeIHa3HauYeHa 11
peanu3anuu Caeayromux QyHKITAN:

- UACHTU(UKAIIMK ¥ TPOBEpPKa MOJUIMHHOCTH CYOBEKTOB JOCTyNa MpHU
Bxoae B UCII/IH;

- UACHTU(UKAIIMY TEPMHUHAJIOB, Y3JIOB CETH, KaHAJIOB CBS3M, BHEUIHHX
YCTPOMCTB IO JIOTHYECKUM UMEHAM;

- uaeHTUUKAIIMY TIPOrPaMM, TOMOB, KaTaJloToB, (ailyioB, 3amucei, nosiei
3anucei o MMeHawm;

- perucTpauuu BXoja (BbIXOAa) CYOBEKTOB JOCTyNa B cHUCTeMy (U3
CUCTEMBI), T1M00 perucTpalus 3arpy3ku 1 MHUIMAIU3AIUU ONePAllMOHHON CUCTEMBI U
€€ OCTaHOBA.

- pErucTpalyy MOMNBITOK JOCTYNAa NPOrpaMMHBIX CPEICTB (IIporpamm,
MIPOIIECCOB, 3a/1a4, 3aJjaHui) K 3alUIIaeMbIM (aiiinam;

- perucTpauvy MONbITOK JOCTYIA MPOTPAMMHBIX CPEACTB K TEPMHUHAIaM,
KaHajiaM CBsI3U, IporpaMmam, ToMaMm, Katajoram, ¢aitiam, 3arucsM, MoJsiM 3aIUCeil.

[Toncuctema ympaBieHUsI TOCTYIIOM MOXET OBbITh pealn30BaHa C MOMOUIBbIO
IITaTHBIX cpencTB oOpadotku [1JIH (onmepanuonnbix cucreM, npuioxkeHuit u CYB/]).
Tak e MOkeT ObITh BHEAPEHO CHEIHAIbHOE TEXHUYECKOE CPEICTBO MIIM MX KOMILIEKC
OCYIIECTBIISIIOIINE JOTIOJHUTENbHBIE MEphl MO ayTeHTU(PUKALUUU U KOHTPOJIIO.
Hampumep, npuMeHEHUE €OWHBIX XPAHWIHIL YYETHBIX 3allUCEN MOJIb30BATENEN U
PEruCTpallMOHHON UH(POPMALIMU, UCTIOJIb30BaHNE OMOMETPUUYECKUX U TEXHUUYECKUX (C
MOMOIIBIO 3JEKTPOHHBIX MPOMYCKOB) MEP ayTEHTU(PUKALIUU U JPYTUX.

4.2. ITloacucrema obOecrieueHus 1IETOCTHOCTH U JOCTYITHOCTH

[Toncucrema oOecriedeHnss LEIOCTHOCTH U JTOCTYINHOCTH IpeIHa3HaYeHa s
oOecrieyeHnss LENOCTHOCTH W jAocTynHocTd [IJIH, mporpaMMHBIX M amnmapaTHbBIX
cpencts UCII[H YupexaeHus, a Tak K€ CPEICTB 3aILUTHI, MPU CIyYalHOW WM
HaMEPEeHHOU MonuduKauu.

[Toncucrema peanusyeTcsi ¢ HIOMOILBIO OPTaHU3ALMH PE3EPBHOIO KOIMPOBAHUS
oOpa0aTbpiBaeMbIX JaHHBIX, a TaK >K€ PE3EPBUPOBAHUEM KIIOYEBBIX 3JIEMEHTOB
NCITH.
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4.3. Iloxcucrema aHTUBUPYCHOM 3aLIUThI

[loncucremMa aHTHUBUPYCHOM 3alllUThl MpEAHA3HAUYCHA JJIsi  OOecredyeHus
aHTUBUPYCHOM 3amuThl cepBepoB U APM nonb3oBareneit UCITH Yupexaenus.

CpencrtBa aHTHUBUPYCHOW — 3alUThl  MPEJHA3HAYEHbl JUIA  pealv3aluu
clenyrouux QyHKIUHI:

- PE3UAEHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;

- AHTUBHUPYCHOE CKaHUPOBAHUE;

- CKpUNT-0JIOKHPOBAHHUE;

- LHEHTPAIN30BaHHYIO/yTAJIEHHYIO YCTaHOBKY/A€MHCTAIUISALIAIO
AHTHUBUPYCHOT'O MPOAYKTA, HACTPOMKY, aAMUHUCTPUPOBAHUE, NMPOCMOTP OTYETOB U
CTATUCTUYECKOMN MHPOpMAIHH 1O PaboTe MPOIYKTA;

- aBTOMATHU3UPOBAHHOE OOHOBJICHNE AaHTHBUPYCHBIX 0a3;

- OTPAaHUYECHHE ITPaB IMOJIB30BATENSI HA OCTAHOBKY MCIIOJIHSEMBIX 3a7a4 U
W3MEHEHUS] HACTPOEK aHTUBUPYCHOTO TPOrPAaMMHOT0 00eCTIeUeHUs;

- aBTOMATHYECKHUI 3aIyCK Cpa3y MOCJIE 3arpy3Ku ONEPAIMOHHON CUCTEMBI.

[loncucrema peanusyeTcs MyTEM BHEAPEHUS CIIELUAIBLHOIO AHTUBUPYCHOTO
nporpaMMHoOro odecrneuenus Ha Bce dneMenTsl MCI/IH.

4.4. TloxcucreMa MEKCETEBOTO SKPAHUPOBAHUS

[Toncucrema MeEXCETEBOIO SKpaHUPOBAHUS IpEAHAa3HAYEHA JJI peaiu3aluu
CIENYIOIUX (PYHKIINMI:

- GubTpay OTKPHITOTO U 3amudpoBaHHOro (3aKpbiToro) IP-rpaduka mo
CJIEAYIOLIMM [TapaMeTpam;

- ¢ukcauuu BO BHYTPEHHUX >KypHaJax HH(POpPMAIUU O MPOXOASIIEM
OTKPBITOM U 3aKpbIToM IP-Tpaduxke;

- uACHTU(DUKAIIMK U ayTCHTU(PUKALUIO aIMUHUCTPATOPa MEXKCETEBOTO
9KpaHa MpH €ro JOKAIbHBIX 3apocax Ha TOCTYI;

- perucrpauum BxozAa (BbIXOJa) aJMHUHUCTPATOPa MEKCETEBOrO 3KpaHa B
cucTeMy (M3 cCHCTEMbI) JMOO 3arpy3kM W UWHUIMAIW3ALHUA CUCTEMBI U €€
IPOrPaMMHOI'0 OCTAaHOBA;

- KOHTPOJISI HEJOCTHOCTU CBOEH POrpaMMHON U MH(POPMALIMOHHOM YacTH;

- (GuibTpaMM NAKETOB CIYXEOHBIX IPOTOKOJIOB, CIY)KalUX JJIs
JUArHOCTHKY U YIPaBJIEHUS paOOTOMN CETEBBIX YCTPOMICTB;

- (uIbTpaLK C YYETOM BXOJIHOTO U BBIXOJJHOT'O CETEBOr0 MHTEp(erica Kak
CPEICTBO MPOBEPKH MOATUHHOCTU CETEBBIX aJIPECOB;

- PETrUCTpALMU U yUYeTa 3alpalIiBaeMbIX CEPBUCOB MPUKIIATHOTO YPOBHS;

- OJIOKUPOBaHUS JOCTYNa HEUIECHTU(PUIUPOBAHHOTO OOBEKTa WU
CyOBbeKTa, NOJIMHHOCTh KOTOPOTO TpU ayTeHTU(PUKAIMK HE MOATBEPANIIACD,
METOJIaMH, YCTOWYUBBIMH K II€PEXBATY;

- KOHTPOJII 32 CETeBOW AaKTMBHOCTHIO TMPWIOKEHHH U OOHApY>KEHUs
CETEBBIX aTaK.

[Toncucrema peanusyercs BHEAPEHUEM IIPOIPaMMHO-AIIAPATHBIX KOMIUIEKCOB
MEXKCETEBOro 3KpaHupoBanus Ha rpanuue JICB, knaccom He Huxke 4.
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4.5. Tloxcucrema anann3a 3allUIIEHHOCTH

[loacucrema aHanM3a 3allMIIEHHOCTH, JOJDKHA OOECIeurBaTh BbISABICHHUS
ySI3BUMOCTEM, CBSI3aHHBIX ¢ omnbOkamu B koHpuryparuu [10 UCII/IH, koTopbie MOTYT
OBITh UCIIOJIb30BAHbI HAPYIIUTENIEM ISl peaju3allii aTakKu Ha CUCTEMY.

OyHKIIMOHA TMOACUCTEMBbl MOXET OBbITh pEeaM30BaH NPOrPAMMHBIMU U
POTrPaMMHO-aNMNapaTHIMU CPEACTBAMH.

4.6. Iloacucrema oOHapyKEHUS BTOPIKESHUM

[Toncucrema oOHapyKeHUS BTOP)KEHUH, NODKHA 00ECTIEUYMBATH BBISBICHHE
cereBbIX arak Ha 3emMeHThl MUCII/IH moakiroueHHbIe K CeTSIM OOIIEro MOIb30BaHUs 1
(unu) MEeXIYHApOAHOTO OOMEHA.

OYHKIIMOHAT TOACUCTEMBI MOXET OBITh pEaM30BaH NPOTPAMMHBIMH |
MIPOrPaMMHO-ANIIAPATHBIMU CPEJICTBAMM.

4.7. Tloncucrema KpunTorpaduyecKoi 3aIuThI

[Toncucrema kpunrtorpaduyeckoil 3amMThl NpeIHa3HaYeHa IS WCKIOYCHUS
HC/I x 3amumaemoii uadopmaruu B UCIIIH Yupexnaenus, npu ee nepeaadd 1o
KaHaJlaM CBSI3U CETeH OO0IIEero mojib30BaHus U (MJIM) MEXKTyHAPOIHOTO OOMEHa.

[ToncucremMa peanusyercss BHEAPEHUS KPUITOIPaPUUYECKUX MPOTPaMMHO-
amnrapaTHbIX KOMILICKCOB.

5. Tloan3oBarenau UCIIAn

B Konuenuuu nHpOpMANHOHHOW 0€30MaCHOCTH ONPEACICHbBl OCHOBHBIC
KaTeropuu Tmoisib3oBareneil. Ha ocHoBaHMM 3THX KaTeropuu JOOJDKHA OBIThH
npousBeaeHa tunusanus nosub3osatened MCII/IH, onpenenen ux ypoBeHb J0OCTyIa U
BO3MOKHOCTH.

B HUCIIlH VYupexaeHuss MOXHO BBLACINATH  CIECAYIOUIME  [PYIIIbI
M0JIb30BaTENEH, yUacTBYIOMIMNX B 00paboTke u xpanenuu [1/1H:

- OTtBeTcTBeHHBIHN 32 00padoTKy [1/1H;

- Anmunuctparopa UCII/IH (CuCTeMHBIN aIMUHUCTPATOP);

- AnmuHHCTpaTopa 0€3011acHOCTH;

- Oneparopa APM (monb30BaTesb);

- AIMUHHCTpaATOpa CETH;

- TexHnyeckoro cnenquagucra IO OOCIYKMBaHUIO THepudepuitHoro
000pyI0BaHUS;

- [Tporpammuct-pazpadotunk UCII/H.

JlaHHbIE O TPYMIAax MOJb30BATENIX, YPOBHE UX IOCTYIA U UHPOPMHUPOBAHHOCTHU
JOJKeH ObITh oTpaxkeH B IlomokeHne O pasrpaHMYeHUd IMpaB JoCTyma K
oOpabaTeIBaeMbIM MIEPCOHANBHBIM aHHBIM (MaTpulie gocTymna).
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S5.1. OrtBercrBeHHbIi 32 00padoTKy I1/1H

OtBercTBeHHbId 3a o0Opabotky IIJIn WCIIAH - pabGotHuk Omnepatopa,
oTBEeTCTBEHHBIN 3a 3kcrutyaTanuio UCIIIH u KOHTpOJIbHO-OpraHn3allMOHHbIE MEPHI
samuThl [1/In OTBeTcTBeHHBIN 3a 00paboTky I1/[H oOnamaer cieayromuM ypoBHEM
NOCTyNa ¥ 3HAHUM:

- UMEET JJOCTYII KO BCEM TEXHUYECKUM CPeJICTBaM 00paboTKu HHGOpMAILIUH
u nanubiM MCITJIH;

- obOnamaer wHpoOpManuendn O TEXHOJOTHYECKOM Ipolecce o0paboTKu
uH(pOpMaIU, O TMOJH30BATENAX, YCTAHOBIEHHBIX TeXHHUYECKHX cpenctBax u C3U
NCIIIH;

- HE UMEET MpaB AOCTYIA K NEPCOHATBHBIM JTAHHBIM.

5.2. Aamunucrparop UCIIIH (cucTeMHBIH aAMUHUCTPATOP)

Anmvunuctpatop WCIIJIH, coTpyaHMK YupeKAeHus, OTBETCTBEHHBIM 3a
HACTPOMKY, BHEJIPECHUE 151 COIPOBOXKJCHUE NCII/H. Ob6ecrneunBaeT
byHKUHOHUpPOBaHUE MojcucTeMbl ynpasiaeHus aoctynom WCII[AH u ynosHomoueH
OCYILIECTBIIATh NMPEIOCTABICHUE U PA3TPAHUYCHUE JOCTYIIa KOHEYHOTO MOJIb30BaTENS
(Oneparopa APM) K sieMeHTaM XpaHsIIUM EPCOHATIbHbBIC TAaHHBIE.

Anmvunuctparop UCII/IH o61agaeT cieayronmM ypoBHEM JOCTYIIA U 3HAHUI:

- oOnmagaer mnojdHOM wuHGOpMalMel O CHUCTEMHOM U MPUKIATHOM
nporpammHom obecnieueHun UCIIx;

- obrmamaeT mONMHOW WHPOPMANMEH O TEXHUYECKUX CPENCTBaX W
koHurypaunu UCITH;

- UMEET JIOCTYII KO BCEM TEXHUUYECKHM CpeIcTBaM 00paboTKu nH(popMauu
u maaaeiM UCIIH;

- oOnanaet mpaBaMu KOH(PUTYPUPOBAHUS U AMUHUCTPATUBHON HACTPONKHU
texHuueckux cpeacts UCIT/IH.

5.3. AAMUHHCTPATOpP 0e30IaCHOCTH

AnMuHuCcTpaTOp 0€30MACHOCTH, COTPYAHUK YUpexIACHHsS, OTBETCTBEHHBIN 3a
¢dbyukuuonuposanue  C3I[JIn, Bkiouas  oOCIy)KMBaHUE U HACTPOMKY
aIMUHHUCTPATUBHOM, CEPBEPHOMN U KJIMEHTCKOW KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 00JIaJaeT CIEAYIOIIMM YPOBHEM AOCTyHa H
3HAHUU:

- obsanaer npaBamu Aamuauctpatopa UCII/IH;

- obnanaet nonHoi nHpopmanueit 06 UCIdH;

- UMeEeT JTOCTYI K CPEACTBAM 3aIUThl HHPOPMAIIUUA ¥ TIPOTOKOTHUPOBAHUS
U K yacTu kiaroueBbix asemenToB UCII/IH;

- HE WMEET MpaB JOCTyIMa K KOH(UTYPUPOBAHUIO TEXHUYECKUX CPEIICTB
CETH 32 UCKIIFOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX ).

AnMuHHCTpATOp OE30MTACHOCTH YIIOJTHOMOYECH:

- peaan30BbIBaTh MOJIUTHUKKA Oe3omnacHocTH B yactu Hactpoilku CK3U,
MEXCETEBbIX PKPAHOB U CUCTEM OOHApY>KEHHS aTak, B COOTBETCTBUU C KOTOPBIMU
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nosib3oBatenb (Oneparop APM) momydaeT BO3MOXKHOCTh paboOTaTh C JIEMEHTAMH
NCIIH;

- OCYILIECTBIIATh ayJAUT CPEICTB 3ALLUTHI;

- YCTaHABJIMBATh JOBEPUTEIbHBIE OTHOLICHUS CBOEM 3aIUIIEHHON CETU C
CETSIMU APYTUX Y UPEKICHUM.

5.4. Omneparop APM

Omneparop APM, cotpynHuk YupexaeHus, ocyiecTBisonii oopadotky I[1J1H.
Oo6pabotka [1/In BkItowaer: Bo3MOxkHOCTh mpocMoTtpa I1/In, pyunoii BBox I1/In B
cuctemy UCII/JIH, hopMupoBaHHe cipaBOK U OTYETOB MO MH(OPMALIUHU, TOTyUYEHHOM
n3 UCILJ. Onepatop He uMeeT MOTHOMOYHMHI JUIsl YNPAaBIECHUS MOJCUCTEMAMHU
o6pabotku manabx u C3I1/1H.

Omnepatop UCII/IH obmagaeT ciieayronuM ypoBHEM JOCTYIIA U 3HAHUA:

- o0namaer BceMU HEOOXOIUMBIMH aTpUOyTamMH (HampuMep, MapojeMm),
o0ecrneunBaroIMMH JOCTYN K HEKOTOpoMy noaMHOkecTBy I1/1H;

- pacnoJjaraet KOH(pHUIeHIUAIbHBIMU JaHHBIMHU, K KOTOPBIM UMEET JTOCTYII.

5.5. AJIMHHHCTPATOP CeTH

AIMUHUCTPATOp CETH, COTPYAHUK YUpPEKIEHHS, OTBETCTBEHHbIM 3a
(GyHKIITMOHUPOBAHUE TEJIEKOMMYHUKAILIMOHHOMN IIOJICUCTEMBI NCII/n.
AJIMUHHUCTPATOp CETH HE HMMEEeT IOJHOMOYMM ISl YNpaBlIeHUs MOACHUCTEMaMHU
00pa0OTKM TaHHBIX U OE30MMACHOCTH.

AMuHHCTpATOp ceTu 00JaAaeT CIEeIYIOIINM YPOBHEM JOCTYIIAa U 3HAHUM:

- obmagaeT dYacThio WHGOPMAMM O CHCTEMHOM U MPUKIATHOM
nporpammHom obecniedennu UCIT/IH;

- oOnamaer yacTbio HWHGPOPMALMM O TEXHUYECKHUX CpPEACTBaX U
koHurypanu UCITH;

- uMeeT (PU3UYECKUIl TOCTYyHn K TEXHUYECKHMM CpeAcTBaM 00paboTKu
uH(OpPMAIUU U CPEJICTBAM 3aIIUThI;

- 3HAET, 110 MEHBIIEH Mepe, OJHO JIETAIbHOE UMS JOCTYyIA.

5.6. TexHuuyecKHil CIeNUAJINCT MO 00CTYKUBAHUIO NepudepuiiHOro
o0opynoBaHus

TexHUYeCKu CHeUUaTuCT MO0 OOCITYXUBAHUIO, COTPYAHUK YUpexKIeHHUS,
OCYIIIECTRIISET OOCIyKUBAaHUE U HACTPOUKY nepudepuiinoro odopyaopanus UCII/IH.
TexHuyeckuil crieMaIuCT Mo 00CIIyKUBaHUIO HE uMeeT noctyna k I1/[H, He umeer
MIOJTHOMOYH JIJIs1 YIIPABIICHUS MOACUCTEMaMu 00paOOTKM TaHHBIX U 0€30MaCHOCTH.

TexHndecKuil CIEUaNKCT MO 00CTyKMBAaHUIO 00JIaaeT CIeIYIONUM YPOBHEM
JIOCTYIIA ¥ 3HAHUU:

- obrmagaeT dYacThio WHGOpPMAMM O CHUCTEMHOM U MPUKIATHOM
nporpammuom obecniedennu UCIT/IH;

- obmagaeT dYacThlo WHPOPMANMK O TEXHUYECKUX CpPEICTBAX W
koHdurypauuu UCIIH;
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- 3HAET, 0 MEHBIIEH Mepe, OHO JIETaIbHOE UMS JJOCTYTA.
5.7. IIporpammucrt-pazpadorunk UCII/In

ITporpamMmmMuCTBI-pa3pabOTYNKK (ITOCTABIIMKH) MPHUKIAJIHOTO IPOrPaMMHOIO
oOecnieyeHust, o0ecreunBaroIIfe ero COIpoBOXKACHUE Ha 3aluiaeMoM oobsekre. K
JAHHOM IPYIIIE MOTYT OTHOCUTBCS KaK COTPYAHUKHU Y UPEKIEHUS, TAK U COTPYIHUKU
CTOPOHHUX OPTaHU3ALNH.

JIno »ToM Kareropuu:

- obOnanaer mHpopManueir o0 aiaropuT™Max M mporpammax o0pabOTKu
unpopmaruu Ha UCIT/H;

- o0nazaeT BO3MOXHOCTSMU BHECEHMsI OLIMOOK, HE JCKIapUPOBAHHBIX
BO3MOXKHOCTEH, MPOTPaMMHBIX 3aKJIaJ0K, BPEAOHOCHBIX MPOTpaMM B MPOTPaMMHOE
obecnieuenne CII/In Ha craguu ee pa3paOOTKH, BHEAPEHUS U COMPOBOKICHUS;

- MOJKET pacroJjiarath JIOObIMU (PparMeHTaMu UHGOPMAIIUU O TOIMOJIOTUN
NCIIIH 1 TexHudeckux cpeactBax oopadotku u 3amuthl [1J1H, oOpabaTeiBaeMbIX B
NCII/ds.

6. TpeGoBanus Kk nepcoHaxy no odecneyeHuro 3amuTol [11{H

Bce corpynnuku VYupexnaenus, spistommecss mnonab3oBatensimu  HMCIIH,
JOJKHBI YETKO 3HATh U CTPOTO BBIMOJHATh YCTAHOBJIEHHBIE MPaBUiia U 00S13aHHOCTH
N0 JOCTYMy K 3alluiiaeMbiM OOBEKTaM M COOJIIOICHUIO MPUHATOIO PEKUMA
oesomacuoctH I1/1H.

[Ipu BCTymieHMH B JOJDKHOCTH HOBOTO COTPYIHMKA HENOCPEACTBEHHBIN
HAYaJIBbHUK TOJAPA3/CNeHUs, B KOTOPOE€ OH TOCTyIaeT, o0s3aH OpraHW30BaTh €To
O03HAKOMJICHHWE C JODKHOCTHOW WMHCTPYKIIMEH M HEOOXOAMMBIMH JOKYMEHTAMH,
pernmaMeHTupyromumMu TpedboBanus no 3ammte [1/lH, a Takxke oOydeHHME HaBBIKAM
BBITIOJIHEHUS TIPOLIEYP, HEOOXOMUMBIX JJII CAaHKIIMOHUPOBAHHOTO HCIIOIH30BaHUS
NCIIdH.

CoTpyIHUK 1OKEH ObITh 03HAKOMIIEH CO CBeIeHUsIMU HacTosien [lonutukuy,
NpUHATHIX Tporieayp padotsl ¢ anementamu MCITIn u C3I1/H.

CorpynHukn  YUpeKIEHHS, HCIOJb3YIOUIME TEXHUYECKHE  CPEACTBA
ayTeHTU(PUKalUKU, JODKHBI  00ecleuynBaTh  COXPAHHOCTh  MJICHTU(PHUKATOPOB
(37IeKTPOHHBIX KJtoue) U He aomyckaTe HC/I kK HuM, a Tak e BO3MOKHOCTb UX YTEPU
WIM WCIOJb30BaHUsA TpeTbUMU Juuamu. Ilosb3oBarenn HeCyT MNEPCOHAIBHYIO
OTBETCTBEHHOCTh 32 COXPAHHOCTh UICHTU(PUKATOPOB.

CoTpynHUKH YUpexIeHUs! NOKHBI CIEJ0BATh YCTAHOBJIEHHBIM MpOlieaypam
nojaepxkanus pexxuma 6esonacuoctu [1/IH npu BbIOOpE U MCMOJIB30BAHUU MAPOIEH
(ecny HE UCTIONIB3YIOTCSI TEXHUYECKUE CPENICTBA ayTEHTU(DUKAIUN).

CoTtpynauku YUpeXICHHs] ODKHBI 00€CTeurBaTh HAJICKANIYIO 3aIlUTy
000pyI0BaHMUsA, OCTaBISIEMOTO 0€3 MPUCMOTpa, OCOOEHHO B TEX CiIydasx, KOTnaa B
MIOMEIIEHNE UMEKT JIOCTYIl MOCTOPOHHUE JinNa. Bce moib30BaTenu AOJLKHBI 3HATH
TpeboBanuss mo OezomacHoctd I[I/IlH w mpouenypbl 3amuUThl  000pyAOBaHUS,
OCTaBJICHHOTO 0€3 MPUCMOTPa, a TaKKe CBOM O0SI3aHHOCTH MO OOECIEYEHUIO0 TaKOM
3aIIUTHI.
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CoTpyaHuKaM 3ampenjaeTcsi yCTaHABIMBAaTh IOCTOPOHHEE MPOrPAMMHOE
obOecrieueHre, TMOJKIOYATh JIMYHbIE MOOWIIbBHBIE YCTPOWCTBA U HOCHUTEIH
uH(pOpMaIUK, a TaK K€ 3aIIUChIBAaTh HA HUX 3allMIIAaeMyI0 HH(POpMALIHUIO.

CoTpyaHuKaM 3anpeaercs pa3riamaTh 3aliinaeMyro nHpopmaiuio, KoTopas
cTaja UM HW3BECTHA Mpu padbore ¢ MHPOPMALMOHHBIMU CHUCTEMaMu YUpexKICHHUS,
TPETHUM JIULIAM.

[Tpu padote ¢ [1/In B UCIIIH coTpynHuku YupexaeHust o0si3aHbl 00eCeunuThb
OTCYTCTBHE BO3MOKHOCTH pocMoTpa [1/IH TpeTbuMu Jinamu ¢ MOHUTOPOB APM min
TEPMHUHAJIOB.

[Tpu 3aBeprennu padotsl ¢ UCIIIH coTpyauuku o6s13anbl 3amututh APM nnun
TEPMHUHAIBl C TOMOIIBIO OJIOKUPOBKM KIIOYOM WM SKBUBAJEHTHOTO CpEACTBA
KOHTPOJISL, Hal[pUMeEp, AOCTYIIOM IO MapoJIt0, €CIN HE UCTIOIB3YIOTCS 00JIee CHIIbHBIC
CpPEACTBA 3aIIUTHI.

CotpynHuku YupexJIeHus TOJKHBI ObITh MPOUH(GOPMHUPOBAHBI 00 yrpo3ax
HapyleHus pexxuma 0e3omnacHoctu [1/1H 1 oTBeTcTBEHHOCTH 32 ero HapylieHue. OHu
JOJKHBI OBITh 03HAKOMJIEHBI C YTBEPKACHHOU (hOpMaIbHOU MPOIEAYPOil HATOKEHHUSI
JVCLUIUIMHAPHBIX B3BICKAHWM HAa COTPYJIHHUKOB, KOTOpPBIE HApYLIWJIA IPUHATHIC
MOJIUTUKY U Tipouenypsl 6e3onacHoctu [1/1H.

CoTtpynHuku 00s13aHBI 0€3 MpoMeJIeHUs coo0IIaTh 000 BCeX HaOJI01aeMbIX
WM MIOJ03pUTENbHBIX citydasix padotsl UCII/JIH, Moryux nosieys 3a cOO0M yrpo3sl
oe3omacHoctu [IJlH, a Takke O BBISBICHHBIX WMH COOBITHSX, 3aTpParuBaroNIuX
oe3omacHocTh [1/[H, pyKOBOACTBY MOApa3AeliieHUs W JHIy, OTBEYAIOIIEMY 32
HEMEJJICHHOE pearnpoBaHue Ha yrpo3bl Oe3omacHoctu [1/1H.

7. JLOJZKHOCTHBIE 00si3aHHOCTH noJib3oBaTtesaed UCII/In

JlomxHOocTHBIE 00s13aHHOCTH Tosib3oBateneld CII/IH onmcanbl B Cieayromux
JIOKYMEHTAX:

- PykoBoacTBO 0TBETCTBEHHOTO 32 00padoTky I1]1H;

- PykoBoactBo aamunucrparopa 6e3onacunoctd UCIH;

- PykoBoactBo nosns3zoBatens UCIIH;

- [IpaBmiia 06pabOTKH MEPCOHATBHBIX TaHHBIX;

- [IpaBuna ocyniecTBICHUS] BHYTPEHHETO KOHTPOJIS;

- Jpyrux HHCTpYyKLHH.

8. OtrBercrBeHHOCTh cOTPYAHUKOB UCII I Yupexaenus

B cootBercTBUM co cT. 24 PenepanpHoro 3akoHa Poccuiickoit denepanumn
ot 27 nrona 2006 roma Ne 152-®@3 «O nepCOHaNbHBIX JaHHBIX» JIMLA, BAHOBHBIE B
HapylieHun TpeOboBaHui maHHOTO DemepasbHOTO0 3aKOHA, HECYT TPaKIaHCKYIO,
YTOJIOBHYIO0, aJIMHUHHCTPAaTUBHYIO, AUCUUIUIMHAPHYIO U HHYIO HPELYCMOTPEHHYIO
3aKkoHoAaTenbCTBOM Poccuiickon denepanni OTBETCTBEHHOCTb.

JleiicTBytoiee 3akoHOAaTeIbCTBO PD mo3BOMIsSET NpeabsIBIsATh TPEOOBAHUS 110
obecneyeHnto  Oe3omacHoM  paboThl ¢ 3ammiiaeMoil  uHboOpmanuen - u
IIPENYCMAaTpUBaeT OTBETCTBEHHOCTh 34 HAPYLIEHHWE YCTAHOBJEHHBIX IIPaBUII
sKkcIutyaTaiuu OBM u cucreMm, HenmpaBOMEpHBIN 1OCTyN K MH(GOpMaLuHU, €ClIu ITH



20

JEHCTBUS MPUBEIN K YHUYTOXKECHHIO, OJOKHPOBAHHIO, MOAM(PHUKAIIMN HHDOpPMAIIH
WU HapyuieHuto padotel DBM wnu cereit (cratbu 272,273 u 274 YK PO).

Anvunuctpatop UCIIJAH wu  agMuHucTpaTop  O€30MACHOCTH  HECYT
OTBETCTBEHHOCTbH 32 BCE JICUCTBUS, COBEPIICHHBIE OT UMEHHU UX YYETHBIX 3aIIUCEH NN
CHUCTEMHBIX YYETHBIX 3amucei, eciau He JoKa3aH (aKT HECaHKIMOHWPOBAHHOTO
VCIIOJIb30BaHUsl YUETHBIX 3aIIUCEH.

[Ipu HapylieHusX COTpyAHUKaAMH YupexjaeHus — noab3oBareneit MCII/H
OpaBWi, CBsI3aHHBIX ¢ Oe3omacHocThio IIJ[H, OHM HeCyT OTBETCTBEHHOCTD,
YCTAaHOBJICHHYIO JICMCTBYIOIINM 3aKOHOAATENBLCTBOM Poccniickon Denepanun.

[IpuBenenubie BbIIIIE TPEOOBAHWS HOPMATUBHBIX JOKYMEHTOB IO 3allUTe
uHopMaIuu JOKHBI OBITh OTpakeHbl B [lOJOKEHHMSIX O MOapa3aeIeHUIX
Yupexnaenus, ocymectBiasitomux oOpaborky I1[ln B WCIIJIH u DOMKHOCTHBIX
WHCTPYKIUSX COTPYAHUKOB YUPEKICHHUS.

Heobxoaumo BHectu B Ilomokenust o mojpasfeieHusx YupexaeHus,
ocymectBistomux odpadotky I1In B UCIIJIH cBeneHuss 00 OTBETCTBEHHOCTH HX
PYKOBOJWTENIEW W COTPYAHUKOB 3a pa3MiallleHUe W HECAHKIMOHUPOBAHHYIO
Moaudukanuio (uckaxenue, danbcudukanuio) [1IH, a Takxke 3a HempaBOMEpPHOE
BMEIIATEIBCTBO B MPOLIECCH] MX aBTOMATU3UPOBAHHON 00paOOTKHU.

9. Cnmcok MCNoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMATHUBHO-TIPABOBBIMM U METOJAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpBIX Oa3upyercs HacTosee [lonoxkenue sBIsIOTCS:

1 ®enepanbhbiii 3akoH oT 27.07.2006 roma Ne 152-®3 «O mepcoHadbHBIX
NaHHBIX» (nanee — @3 «O nepCOHANBHBIX JTaHHBIX»), YCTAHABIMBAIOIIUNA OCHOBHBIE
OpUHLUIB U ychoBus obpabotku [1/lH, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTD
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00pabdoTkoi [1/1H.

2 «[lonoxenne 00 obecreueHnn 6€30MACHOCTH MEPCOHATIBHBIX JAHHBIX MPU UX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX», YTBEPKICHHOE
[TocranosnenueM IIpaBurensctBa PO ot 17.11.2007 roga Ne 781.

3 «[lopsmok  mpoBeneHusi  kinaccuukanum  UHOOPMAIMOHHBIX  CHCTEM
MEPCOHAJIBHBIX [JTAHHBIX», YTBEPKACHHBIM COBMECTHbIM [Ipukazom @PenepanbHOU
CIY>KOBI TI0 TEXHHYECKOMY M OKCIEepTHOMY KOHTpoJsito Poccuiickoit ®eneparuu
(manee - ®CTIK Poccun) Ne 55, ®Ch Poccuu Ne 86 1 Mununpopmcsizu PO Ne 20
ot 13.02.2008 roxa

4 «[lonoxenne 00 OCOOCHHOCTSIX OOpabOTKM TEPCOHAIBHBIX JaHHBIX,
OCYIIECTBIISIEMO 0€3 HCMONb30BaHMUS CPEICTB aBTOMATU3ALMU», YTBEPKICHHOE
[ToctanoBnenuem IlpaBurenscrBa PO ot 15.09.2008 r. Ne 687.

5 «TpebGoBaHuUs K MaTEpPUATLHBIM HOCUTENSIM OMOMETPHUUECKHUX TePCOHATBHBIX
JAHHBIX ¥ TEXHOJIOTUSM XpaHEHHs] TaKuUX JAaHHBIX BHE HMH(POPMAIIMOHHBIX CHCTEM
IIEPCOHAIBHBIX JaHHBIX», yTBepKaeHHbIe [locTranoBnenuem IIpaButensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuHo-meTonuueckue nokyMeHTl ®CTOK Poccuun mo obecreueHnro
oe3onacnoctu [1JIn npu ux o6padotke B UCIIH:
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7 PekoMeHauu mo 00ecneYeHnio 0€30MacHOCTH MTEPCOHABHBIX JaHHBIX MPU
ux 00paboTke B MHPOPMALMOHHBIX CHUCTEMax NEPCOHAIBHBIX ITAHHBIX, YTB. 3aM.
nupexropa @CTIK Poccun 15.02.08 roga (ICII)

8 OCHOBHbIE MEpPONPUSITHS MO OPraHU3alUh U TEXHUYECKOMY O0ECIEeUEHHUIO
0e30MacHOCTH TEPCOHANBbHBIX JaHHBIX, 00pabaTbiBaeMbIX B HWH(OPMAIMOHHBIX
CHUCTEMAX NMEPCOHABHBIX JaHHBIX, YTB. 3aM. qupekrtopa ®CTIK Poccun 15.02.08 r.
(ACTD)

9 bazoBasi momens yrpo3 0O€30MacHOCTH MEPCOHANBHBIX JAHHBIX TIPU HUX
00paboTke B WH(MOPMAIIMOHHBIX CHUCTEMax IMEPCOHANBHBIX JTaHHBIX, YTB. 3aM.
mupektopa PCTOK Poccnn 15.02.08 r. (JCIT)

10 Meroauka omnpeseneHnsi akTyalbHBIX YIpo3 0€30MacHOCTH TEPCOHATBHBIX
JAHHBIX MPU WX 00paboTKe B MH(DOPMAIMOHHBIX CUCTEMax MEPCOHATLHBIX JAHHBIX,
yTB. 3am. qupekropa PCTIOK Poccun 15.02.08 r. (JICII)

JAupexTop H.B. I'ymeniok

=)
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IIpusioxkenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEPOTPUATHI 110 obecniedeHnu 6e3onacHoctr MCIT/] K3 K2 K1
I :
B noncucreme ynpapiieHHs JOCTYIIOM:
PeanuzoBath naeHTHUKAMIO U TPOBEPKY MOJIMHHOCTH CYOBEKTOB JIOCTYTA MPH
1 BXxo/€ B onepanuonnyto cuctemy MCII/IH mo napoiato yclIoBHO-IIOCTOSIHHOTO + + +
JENUCTBUS, JTMHOW HE MEHEE IIeCTH OYKBEHHO-ITU(POBBIX CUMBOJIOB;
PeanuzoBath naeHTHUKANIO TEPMUHAIOB, TEXHUYECKUX cpencTB o0padoTku [1/1H,
2 y310B UCIIJIH, KOMOBIOTEPOB, KaHAIOB CBA3M, BHEMIHUX ycTpoiicTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (aapecam, HoMepam);
3 Peanu3oBaTh ueHTUHUKAILIMIO IPOTPAMM, TOMOB, KaTaJIOTOB, (ailyioB, 3amucei, i 4 4
MOJIEN 3amucel IO UMEHAM;
4 Peanu3oBaTh KOHTPOI HOCTYIA CYOBEKTOB K 3aIMIAEMBIM PECYpCcaMm B N N
COOTBETCTBUU C MAaTPUIIEH JOCTYIA;
npu Hanmmuuu noAkoueHus UCIIIH k ceTsiM 00111ero moiab30BaHus TOKHO He amxe 5-ro He umxe 4-ro He umxe 3-ro
MNPUMCHATHCS MCIKCETCBOC SKPAHUPOBAHUC. OBHS OBHS OBHS
5 yp yp yp
3aIUIIEHHOCTH | 3aIUIIEHHOCTH | 3alUIIEHHOCTH
Jlst obecniedeHust 6e30macHOro MexceTeBoro B3aumoacicTeus B UCITu ais He amxe 5-ro | He mmxe 4-ro | He ke 3-to
Pa3HBIX KJIACCOB HEOOXOAMMO HCIOJIB30BaTh MO OBHS OBHS OBHS
6 yp yp yp
3alUIIEHHOCTH | 3aIUIIEHHOCTH | 3alUIIEHHOCTH
II CpencTBo 3alUThl OT IPOrpaMMHO MateMaTndeckux BozaerncTauil (IIMB):
PeanuzoBath naeHTHGUKANIO U ayTEHTU(PUKAIINIO CYyOBEKTOB JIOCTYIIA MPH BXOJIE B
1 CPEJICTBO 3alllUTHI OT MPOTPaMMHO MaTeMaTuyeckux Bozaencteuil (IIMB) u nepen + 4 4

BBINOJIHEHUEM UMHU JIIOOBIX ONepanuii o yIpaBIeHHIO QYHKIUAMH CPEJICTBA
3amuTel oT [IMB 1o maposto (MM ¢ UCHOJIB30BAHUEM MHOTO MEXAHU3Ma
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ayTeHTH(UKAIIMHN) YCIOBHO-TIOCTOSIHHOTO JICUCTBUS JUTMHOW HE MEHEe IIECTH
OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX IEUCTBUI CyOBEKTOB TOCTYIIA MO YIPABICHUIO
dbyHKIMsIMU cpencTBa 3amuThl OT [IMB TonbKko mocie mpoBeneHust ero yCrenHon
ayTeHTU(UKALUY;

[IpenycMoTpeTh MeXaHU3MBbI OJIOKMPOBAHUA JOCTYIA K cpelicTBaM 3amuTsl oT [IMB
IIPY BBINIOJIHEHUH YCTaHABIMBACMOIO YKCIIa HEYJAYHBIX ITOMIBITOK BBOAA MAPOJIS;

Heo6xoanmMo poBouTh UASCHTU(DUKAIUIO (aiiyioB, KaTaloOroB, MPOTPaMMHBIX
MOJIYJIEH, BHEIIHUX YCTPOMCTB, HCIIOJIB3YEMBIX CPEACTB 3auiuThl oT [IMB;

111

B moacucreme PErUCTpallvi U yUCTa:

OcymiecTBIATh PErUCTPAINIO BXOa (BBIX0J1a) CyOBEKTa IOCTYIa B cUCTEMY (U3
CHCTEMBI), TM0O0 PETUCTPAINIO 3aTPY3KH U MHULIMAIN3ALUN ONEPAIUOHHON CHCTEMBI
U €€ MPOrpaMMHOI0 OCTaHOBA. Perncrpanus BeIX0Ja U3 CUCTEMBI MJIM OCTaHOBA HE
IIPOBOAMTCS B MOMEHTHI annaparypHoro otkiatoueHus MCIIIn. B napamerpax
perucTpanyy yka3bplBaroTCs 1aTa U BpeMs BXoJa (BbIXoJa) CyObeKTa JOCTyIa B
CUCTEMY (M3 CUCTEMBI) UJIH 3arpy3KHU (OCTAaHOBA) CUCTEMBI;

[IpoBOANTH yYET BCEX 3aIIMINAEMbIX HOCHTENCH HH(POPMAITUU C TTOMOIIBIO MX JTI000#
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (yUYETHYIO KapTOUKY);

ITpoBOIUTH perucTpaIyio BXo1a/BbIXxo1a CyObEKTOB JJOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, perucrtpauuio 3arpy3ku 1 MFHULMAJIA3ALUU 3TOrO CPEACTBA U €€
IIPOrpaMMHOTO OCTaHOBA. B mapameTpax perucrpanyy yKa3blBaeTCs BpeMsl U JaTa
BXOJ1a/BBIX0/Ia CyOBEKTa JOCTyMa B cpelIcTBO 3amuThl oT [IMB wim
3arpy3Ku/0CTaHOBA ATOTO CPENICTBA, a TAKXKE UAECHTUPHUKATOP CyOBbEKTa JOCTYIA,
VHHULMMPOBABIIEIO JAHHBIE NCUCTBUS;

[TpoBOIUTH perucTpaiuio coobITuil MpoBepku U ooHapyxenus IIMB. B mapamerpax
pPErUCTpalliK YKa3bIBAIOTCS BPEMsI M J1aTa MIPOBEPKHU Wil oOHapyxeHus [IMB,
UACHTUDUKATOP CyOBEKTa JOCTYIA, MHUIIMMPOBABIIETO JaHHbIE ICHCTBUS, XapaKTep
BBITIOJTHSIEMBIX JICHCTBUM 110 TIPOBEPKE, TUIT 00OHAPY>KEHHOW BPEIOHOCHOM
nporpammsl (BID), pesynbTar gelicTBuil cpencTsa 3ammThl o 61okuposanuto [IMB;
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[TpoBOIUTH perucTpanuio COOBITHI IO BHEAPEHUIO B CpeIcTBO 3amuThl oT [IMB
MaKkeToB OOHOBJICHWH. B mapaMeTpax perucrpanuu yka3plBarOTCsI BpeMs U AaTa
O0OHOBIIEHUS, UACHTU(UKATOP CyOBEKTA TOCTYIAa, HHUIIMHUPOBABIIIETO TAHHOE
JIeiCTBUE BepCHsl U KOHTPOJIbHAs CyMMa MaKeTa OOHOBIICHHS,;

[IpoBOUTH perucTpauio COOBITUH 3ammycKa/3aBepiieHus pabOThl MOIYJIEH Cpe/CcTBa
3amutsl oT [IMB. B napamerpax perucrpanuy yKasplBalOTCS BpeMs U J1aTa
3amycKa/3aBepiieHus padoThl, HACHTU(HUKATOP MOIYIISI, HICHTU(PUKATOP CYOHhEKTa
J0CTyIa, UHULIUUPOBABLIETO IaHHOE JIEHCTBUE, PE3YJIbTAT 3aIlyCcKa/3aBEpIICHHUS
paboTHI;

JIOJ’KHA MPOBOAMUTHCS PETUCTPALUs COOBITUH yIIpaBlIeHHs CyOBEKTOM J0CTYyIa
¢bynkuusamu cpeactsa 3amuTsl oT [IMB. B nmapamerpax perucrpanuu yka3slBaloTCs
BpeMs U JlaTa COOBITHS yIPaBIICHUs KaX 01 (PyHKIUEH, HICHTU(PUKATOD U
cnieuupukanus QyHKIUN, HACHTUPUKATOP CyOBEKTa JOCTYIA, UHUITUHMPOBABILIETO
JTAHHOE JICWCTBUE, PE3YIbTAT ICUCTBUSI;

[TpoBOANTH perucTparuio COOBITUN MOMBITOK TOCTYIA MPOTPAMMHBIX CPEACTB K
MOJYJISIM cpeacTBa 3amuThl OT [IMB wnu cnienunansHbIM JToBymikaM. B mapamerpax
PETUCTpAIMH YKA3BIBAIOTCS BPEMS U JIaTa MOMBITKH JTOCTYIA, UICHTU(DUKATOP
MOAYJIs, HACHTU(GUKATOP U creruduKaIus MoaysIs cpeacTsa 3amuTsl oT [IMB
(crienMaabHOM JIOBYIIKH), PE3YJIBTAT MOMBITKH 10CTYIA;

[IpoBoUTH perucTpanuio cOObBITUI OTKaTa i cpeAcTBa 3amuThl oT [IMB. B
napamMeTpax perucTpaluy yKa3blBalOTCs BpEMs U JjaTa COOBITHS OTKaTa,
cnenudukanys 1eHCTBUIA 0TKaTa, WAeHTU(OUKATOp CyOBEKTa TOCTYyTa,
VHUIMHAPOBABIIETO JAHHOE JIEUCTBUE, PE3YJIbTAT ICUCTBHUS;

10

OOecneunTs 3aUTy JAaHHBIX PETUCTPALMU OT UX YHUUTOXKEHHS UM MOIU(UKAIIIH
HapyILIUTEIEM;

11

Peanu3oBaTh MEXaHU3MBI COXpaHEHUs JaHHBIX PETUCTPALIMU B CITydae COKpaIICHUS
OTBEJICHHBIX I10]] HUX PECYPCOB;

12

Peann3oBaTh MeXaHM3MBI IPOCMOTPA U aHAJIN3A JAHHBIX PETHUCTPALMH U UX
(GuIbTpaLuy 1Mo 33JaHHOMY HabOpy IMapamMeTpoB;
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13

[IpoBOIUTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHIA, KOTOPHIE MOTYT
ABIIATHCA pUUKHON peanusanuu [IMB (co3nanue, penakTupoBaHue, 3aIuCh,
KOMITHUISIIIHST OOBEKTOB, KOTOPBIE MOTYT coniepkaTh BIT).

14

Peamu3oBaTh MeXaHU3M aBTOMAaTUYSCKOI'O aHAJIN3a JAaHHBIX PErUCTpaluru Imo
mabsioHaM TUTIOBBIX TposiBieHui [IMB ¢ aBToMaTnueckum ux GJI0KUPOBAHHEM U
YBEIOMJICHHEM aIMUHUCTpATOpa O€30MaCHOCTH;

15

[TpoBOIUTH HECKOJIBKO BHIOB yueTa (IyOIUPYIOIIMX) C pErucTpalueil Bbiaun
(mpuema) HocuTene HHPOPMAIIHH;

16

OcyIiecTBIATh pErUCTPAINIO BXOAA (BBIX0/1a) CYOBEKTOB JIOCTYIIA B CHCTEMY (U3
CHCTEMBI), 100 PerucTparys 3arpy3ki U HHALUATU3AIH OTIEPAllMOHHON CUCTEMBI.

17

OcyIecTBIATh PErUCTPALMIO BBIIaYM MEYATHBIX (Tpa@uecKuX) JOKYMEHTOB Ha
«TBEpAYI0» KOMHI0. B mapameTrpax perucTpanuu yKa3blBaroTcs (JaTa U Bpems
BbI1auu (0OpaIleHus K MOJICUCTEME BBIBOIA), crielu(pUKAIIHS YCTPONCTBA BBIJAYH —
JIOTUYECKOE UMs (HOMEP) BHEIIHETO YCTPOUCTBA, KPATKOE COACPIKAHUE
(HauMeHoBaHue, BU, HU]pP, KOI) U YPOBEHb KOH(DUIECHIINAILHOCTH JOKYMEHTA,
UICHTHPUKATOP CyObEKTa TOCTyNa, 3alPOCUBIIETO JOKYMEHT;

18

OcCymecTBISTh PETUCTPALIMIO 3aITyCKa (3aBEPIIEHHUS) MPOrPaMM U MPOLECCOB
(3amanuii, 3a71a4), MpeJHa3HAYCHHBIX Ui 00paboTKH 3anuiiaeMbIx (aiinos. B
napaMeTpax perucTpaluy yKa3bIBalOTCS JAaTa U BpeMs 3aIycKa, uMs
(upenTuduKaTop) NporpamMmsl (Iporecca, 3a1aHus), UACHTUPUKATOP CyObeKTa
JIOCTYTIa, 3alIPOCUBILIET0 MPOrpaMMy (IIpoLecc, 3aJaHne), pe3yibTaT 3almycKa
(ycrenHblIi, HeYCIEeUHbIN — HECAHKIIMOHUPOBAHHBIN),

19

OCyIEeCTBIATE PETUCTPALMIO ITOIBITOK JOCTYIIa IPOrPAMMHBIX CPEICTB (IIpOorpamm,
MIPOIIECCOB, 3a]a4, 33/1aHui) K 3aluIacMbIM (aiinam. B nmapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa U BpeMsl MOMBITKU IOCTYIA K 3allMIaeMoMy (ailily ¢ ykazaHueM
ee pe3yibTara (yclenrHas, HeycrenHas — HeCaHKIMOHUPOBaHHAsA ), UICHTU(UKATOD
cyOBeKTa 1ocTyma, crienuduKaims 3anunaemMoro daia;
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20

OcCyIecTBIATh PETUCTPAINIO TTOMBITOK JIOCTYIIAa MPOTPAMMHBIX CPEJICTB K
CJICTYIOIIUM JOTOJIHUTEIHHBIM 3alUIIIaeMbIM 00bEKTaM JOCTYTA: TEPMUHAIIAM,
KomnbroTepam, y3nam cetd UCII/H, nuHuam (kaHajlaMm) CBSI3M, BHEILIHUM
YCTPOICTBAM KOMITBIOTEPOB, MPOTpaMMaM, TOMaM, Karajoram, (aiimam, 3amucsm,
MOJIsIM 3anuceid. B mapaMerpax peructpamuu yKa3bIlBalOTCs 1aTa U BPEMs MOTBITKA
JIOCTYIIA K 3aIIHAIAeMOMY OOBEKTY C yKa3aHUEM ee pe3ylibraTta (yCIelHas,
HEyCIENIHAs — HECAHKITMOHUPOBaHHAs ), UICHTU(PHUKATOP CYObEKTa AOCTYIA,
crienr(UKanus 3arIaeMoro 00beKTa — JOTHUecKoe uMs (HOMep);

21

[IpoBoauTH ydeT Bcex 3allUIaeMbIX HOCUTENEeH HHPOPMAIIUU C TIOMOILBIO UX
MapKUPOBKH M C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (YUYETHYIO KapTOUKY);

22

OcymecTBIATh OYUCTKY (0OHYJICHHE, 00e3TMYMBaHIE) OCBOOOKIAEMBIX 00IacTeit
ONEepPaTUBHOM MAMITH KOMIBIOTEPOB U BHEIIHMUX HakonuTeneil. Ouncrka
OCYIIECTBISIETCS OJHOKPATHOU MPOU3BOJILHOM 3aMHChI0 B OCBOOOXKTaeMyI0 001acTh
MaMsITH, paHee UCIOIB30BAHHYIO IS XpaHEHHS 3alUIAeMbIX JaHHBIX ((aiiiios,
nHpOpMaInn);

IV

B moacucreme obOecrieueHus OCJIOCTHOCTH:

OO6ecneunTh LEIOCTHOCTh MPOrPAaMMHBIX CpeACTB 3auuThl B coctaBe C3I1/1H, a
TaK)K€ HEM3MEHHOCTb ITPOrPaMMHOM cpeapl. [Ipy 3TOM 1IEN0CTHOCTD CPENCTB 3alIUThI
MIPOBEPSAETCS MPH 3arpy3Ke CUCTEMBI IO HAUINYHIO UMEH (MACHTUPHUKATOPOB)
kommoHeHT C3I1/IH, 11e7T0CTHOCTh TPOTPaMMHOM CpeJibl 00eCIIeYnBaeTCs
orcyrctBreM B MCIIJIH cpencTB pa3pabOTKU M OTIAJKH IPOrpamm;

OcymectBiath ¢pusznueckyro oxpany UCIIIH (ycTpoicTB 1 HOcHUTENeH
uHpOpMaLun), MpeIycMaTpuBaloIias KOHTPoJb foctyna B nomemenus MCI1/Ixn
IIOCTOPOHHUX JIUL], HAJIMYNE HACKHBIX IPEIATCTBUMN I HECAaHKIIMOHUPOBAHHOIO
npoHnkHoBeHus B nomenieans ICI1IH n Xxpanunuiie Hocutened nHpopMaIuy;

[TpoBoauth mepuoanueckoe rectupoBanue Gpyukuit C3I11H npu n3menenun
nporpammHuoi cpenbl v nepconana MCII/Ix ¢ momolipio TecT-nporpamm,
umuTupyromux nonsitkun HC/I;

JOJDKHBI OBITH B HaTW4KK cpeacTBa BocctanoBiaeHus C3I1/IH, mpexycmaTpuBaromme
BEJICHUE JIBYX KOMHIA MPOTPaAaMMHBIX CPE/ICTB 3aIIUTHI HH(POPMALIUU, UX
MePUONYECKOE OOHOBIICHHE U KOHTPOJIb pabOTOCITOCOOHOCTH;
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[IpoBOaUTH MPOBEPKY IIETOCTHOCTU MOAYJIEH cpencTBa 3amuThl oT [IMB,

5 HEOOXOAUMBIX JUISl €0 KOPPEKTHOTO (PYHKIIMOHUPOBAHHUS, TIPU €TO0 3arpy3Ke C
HCIIOJIb30BAHUEM KOHTPOJIBHBIX CYMM;
OobecneuynTh BO3MOKHOCTh BOCCTAHOBJICHHUS CpeACTBa 3amuThl oT [IMB,
6 MIpEeAYCMaTPUBAOIIAS BECHUE ABYX KOIUM MPOTPAMMHOIO CPEAICTB 3aLUTHI, €T0
MePHONYECKOe OOHOBJICHHE M KOHTPOIb PA00TOCTIOCOOHOCTH;
7 Peann3oBaTh MeXaHNU3MBbI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHH CPECTBA
3amuThl 0T [IMB ¢ ncnosnb3oBaHuEM KOHTPOJIBHBIX CYMM;
o [TpoBoauth pesepBHOE KonupoBanue [1/H Ha oTUy)/1aeMble HOCUTENH HH(POPMAIIHH;
Vv B noacucreMe aHTUBHPYCHOM 3alIIUTHI:
IIpoBoaNUTH aBTOMATUUYECKYIO NPOBEpKY Ha Hannuue BII niu nocnencreuii [IMB
1 npu umnopte B UCII/IH Bcex mporpaMMHBIX MOJTYJIEH (MPUKIIAIHBIX IPOTPaMM),
KOTOpBIE MOTYT coepxaTh BII, Mo ux THNIOBBIM IIa0I0HAM H C TIOMOIIBIO
SBPUCTUYECKOI0 aHAJIN3A;
Peann3oBaTh MEXaHNW3MbI aBTOMAaTHUYECKOTO OJIOKHPOBaHUS 0OHapYKeHHBIX BIT
2 MIyTEM UX YAAJICHHS U3 IPOTrPAMMHBIX MOAYJIEH WM YHUUYTOKEHHUS;
PerynsipHo BeIOMHATH (MpU epBOM 3ammycke cpeacTs 3amuThl [1/In ot [IMB u ¢
3 YCTaHABJIMBAEMOI IEPUOINYHOCTHIO) IPOBEPKA Ha MpeAMET Hanuuus B Hux BII;
JomkHa nHUIMUpoBaThes aBToMatuueckas nposepka UCII/In Ha npeameT Hamuuus
4 BII npu BeisiBiennn daxra [IMB;
PeanuzoBaTh MexaHU3M OTKaTa JUIsl YCTAaHABIMBAEMOTO YKCIIa ONEepaluil yaaleHust
5 BII u3 onepatuBHOM WK MOCTOSHHON NaMSTH, U3 IPOIPAMMHBIX MOAYJIECH U
MPUKJIAHBIX TPOTpaMM WM MPOTPAMMHBIX CPEICTB, coaepxamux BIL.
6 HononautensHo B UCII/IH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMAaTUYECKUI
MOHHUTOPHHT HHGOPMAITMOHHOTO OOMEHA ¢ BHEITHEH CEThIO ¢ 11eNbi0 BhisiBIeHUs BIL.
VI Kontposs orcyrcereust HIB B [10 C3U1
1 J1jis mporpaMMHOTO o0ecrieueHus, UCIOIb3yEeMOro MpH 3alinuTe HHPOopMaIuu B

NCIIn (cpencts 3amuthl nHbopmanuu — C3U, B TOM 4nciie U BCTPOCHHBIX B
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oOIecucTeMHOE U IPHUKJIaHOE TTporpammMHoe obectieuenue — [10), momkeH ObITh
o0ecrieyeH COOTBETCTBYIOIINN YPOBEHb KOHTPOIIA oTcyTcTBUS B HEeM H/IB (He
JEKJIApUPOBAHHBIX BO3MOKHOCTEH).

VII

O6napyxenue sropskennii B UCT/Ix

OObHapy>keHre BTOPKEHH JOKHO 00eCTIeUnBaThCS MyTEM UCIIOJIb30BAHHMS B
coctaBe MCII/IH mporpaMMHBIX WJIA POTrPAMMHO-AIIMAPATHBIX CPEJCTB (CUCTEM)
obnapyxenwus Bropxkenuii (COB).

Heo6xoanmo o6s13aTebHOE UCIIONB30BaHUE CHCTEMBI OOHAPYKEHHsI CETeBBIX aTak,
VCTIOJIb3YIOUIME CUTHATYPHBIE METO/Ibl aHATIN3a

Heo6xoanmo o6s13aTebHOE UCIIONB30BaHUE CUCTEMBI OOHAPYKEHHsI CETeBBIX aTak,
UCIOJIb3YIOUINE CUTHATYPHBIEC METO/Ibl aHAJIN3a U METO/Ibl BBIBICHUS aHOMAIUN

VIII

3ammra UCI1/Ix ot IIDMUH

Jlst o6paboTku nHGOpManuu HeoOXxoauMo rcnoib3oBaTh CBT, ynoBnerBopstonime
TpeGoBaHusAM cTaHAapToB Poccuiickoii deneparuu 1o 31eKTpOMarHUTHON
COBMECTHUMOCTH, M0 0€30MaCHOCTU U 3PrOHOMHYECKUM TPEOOBAHUAIM K CPEICTBAM
oToOpaxxeHust HH(PpOpPMAIIHH, TT0 CAHUTAPHBIM HOPMaM, MPEAbSIBISIEMBbIM K
BHIeoAUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, 'OCT 29216 91, 'OCT P
50948-2001, 'OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka cootBercTBust UCIIJIH TpeboBanmsim 6e3onacuoctu [1/1H

[TpoBecTu 00s3aTENBHYIO CEPTUPHUKAINIO (ATTECTAIHMIO) IO TPEOOBAHUSIM
6e30macHOCTH HH(POPMALINH;

JlexmapupoBaTh COOTBETCTBUE WU 00S3aTENBHYIO CEPTUPHUKAIMIO (ATTECTAIHNIO) TIO
TpeOoBaHUsAM 06e30MacHOCTH HHPOPMALIUH (IO PEIICHUIO ONepaTopa);




